CO34AHUE BE3OMNACHOM
WH®OPMALMOHHOU CPEAbI
ANA AETEM U NOAPOCTKOB

LiIM®POBOE NOCOBMUE A/19 POAUTENEN U NPENOAABATENEN




KAK CO30ATb BE3OMACHYIO MHOOPMALIMOHHYIO CPEAY ANA PEBEHKA?
Mocobue ana aHanorosbix poanTenen B LMPOBOM MUPE.
B aTom nocobuun mbl ocBeTMAN AnA Bac cneaytolime BONpochl:

Kak npotnsoctoaTtb Tpasne B MHTepHeTe.

Kak He cTaTb }XepTBOW MOLLIEHHUKOB.

Kak nsbexartb BoBneYeHus pebeHKa B HE3aKOHHYO AeATe/IbHOCTb.

Kak orpaHnuunTb NoNydYeHne HexxenaTenbHoW ansa pebeHka nHbopmaumu.

Kak nsbexartb ckIoHeHUa pebeHKa K AeCTBUSAM CEKCyaibHOIO XapaKTepa.

Kak n3bexartb npucTpactna pebeHKa K a3apTHbIM Urpam.

Kakve BMAbl OTBETCTBEHHOCTU MpPeAyCMOTPEHbl AEMCTBYIOWMM 3aKOHOAATE/NIbCTBOM 3a MpPecTyrnieHusa B
NHTepHeTe?

NowukwnNe

8. KaK KOHTpoanpoBaTb, BO YTO M Kak urpatoT Bawmn getu.

MNpeauncnosue ot aBTOPOB:



C KAKUMU ONACHOCTAMMU B UHTEPHETE MOXKET CTO/ZIKHYTbCA PEBEHOK?

1. Tpasnsa (6ynauHr).

NHTepHeT-cpesa ABAAETCA OYEHb arpeccMBHON. CBA3aHO 3TO C HAJIMYMEM BO3MOXKHOCTM OCTaTbCA HEU3BECTHLIM,
YyTO QAaeT OTAEe/bHbIM MO0J/b30BaTENSAM OLLYLEHWE BCEeA03BONEHHOCTU. HauyaTbCA OHa MOMKeT, Hanpumep, M3-3a
HeKayecTBeHHOM ¢doTorpadunm MAM NPOCTOrO KOMMeEHTapuA. He o4yeHb NpuATHaAA cUTyauus OaKe A5 4YesioBeKa C
OKperLen NCUXMKON, corlacuTech?

2. MouweHHu4yecTBO.

Mo Tem Ke cambiM NMpuuMHam WHTepHeT ABNAETCS NMPUCTAHULEM OFPOMHOIO KOJIMYECTBa Pas3/IMYHOrO poaa
MoLEeHHWKOB. bonee Toro, MIHTepHET NO3BOSET 3/10YMbILLI/IEHHWUKAM aTakoBaTb O4HOBPEMEHHO OFPOMHOE KOJIMYEeCTBO
NOTEHLUMa/IbHbIX }KepTB 6e3 paszbopa. B uncne KOTopbIX 3aNpPOoCTO MOXKET OKasaTbcA U Baw pebeHok.

3. BoBneueHne B HE3aKOHHYIO AEeATENbHOCTb.

«[lypHOoe [eNo He XWUTpPoe» - FOBOPWUT HapoAHaA MyApoCTb. BoBievyeHMIO B HE3aKOHHYK AeATeNbHOCTb
noasep)KeHbl B 6Oosblieit cTeneHM AeTU NOAPOCTKOBOro Bo3pacTa. Yawe Bcero 3To 06yc/ioOBAEHO MepBbIMU
NPOABNEHUAMMN CaMOCTOATE/IbHOCTU — }KeNaHMem 3apaboTaTb nepsble AeHbrK, HAWTU KOMMaHUIO MO UHTepecam WM
06bACHEHNE NPOUCXOAALLMM B OKPYXKAIOLWEM MUpe cobbITUAM.

4, MHdopmauma, HAaHOCALWAA NOTEHUMa/bHBIN Bpea, NCMXUYEeCKOMY 34,0p0Bblo pebeHKa.

Mbl, Kak nt04an, No gonry cnyxbébl nposogAwme B CeT 60bLUYIO YAaCTb CBOEM ¥KM3HW, 3HAEM He MOHACAbIWKE O
HaMYMM MHbOpPMaLLMK, NPUBOAALLEN B yXKacC AarKe NOBUAABLINX BUAbI KPUMUHANUCTOB. W, UTO camoe yrKacHoe, Nopow
3Ty MHOOPMALMIO HE HYXKHO [aXKe MCKaTb — OHa cama NoABAAETCS B BUAE PeKNaMHbix 6aHHepoB, MOCTOB B 06LLMX YaTax
MECCEeH/KEPOB U COLMabHbIX CEeTAX.

5. CKNnoHeHue K AeiiCTBUAM CeKCYyaNlbHOrO XapaKTepa.

MoTuBaMU 3/10yMbILIEHHWKA, Yallle BCEro, ABAAETCA HE NPUHYKAEHUE K NPSAMOMY KOHTaKTy (XOTA M TaKoe
6bIBaeT), a KenaHue nonyyntb dotorpadun MAM BUAEO MHTUMHOIO XapaKTepa. MHorga 310yMbIWAEeHHUK npeanaraet
LEeTAM OCyLLecTBAATbL 06meH doTorpadpuamm u Buaeo 3a HebobluOe BO3HarparkaeHume.

6. UrpomaHua

N peub ceiyac naeT He TONbKO O NPUCTPACTMM K KOMMbIOTEPHbBIM UrPam, HO U O KTPAAULMOHHON» UTPOMaHUMN —
NPUCTPACTMIO K @3apTHbIM UTpam. Y camux geTel K TPagMLMOHHbIM KasuHO MHTepeca Masio, ogHako B CeTn npucyTcTeyeT
OrpOMHOE KO/IMYECTBO CEPBMCOB, Ha KOTOPbIX 3a peasibHble AeHbrM PasbIrPbiBAlOTCA CTOJIb BOMAE/NEHHble ANs
NoApOCTKOB CMapPTHOHBI.



KAK NOArOTOBUTb PEGEHKA K B3SAUMOZEMCTBUIO C ATPECCUBHOW MHTEPHET-CPEAON.

Ons Havana pasavte pasbepemca, noyemy Aeten U NOLAPOCTKOB TaK TAHET B BUPTYAAbHbIN MUp?

EBreHuna Meb6osa,
ncuxonor

@evgeniya.psychologist

MoBeaeHWe MNOAPOCTKA OTPaXaeT CTPEM/IEHME K MPUKAIOYEHUAM, 3aBOEBAHUIO MPU3HAHWUA, UCMbITaHUIO
rpaHuL, 403B0/IEHHOro. Ero nonckoBan AeaTeIbHOCTb CAYMKUT PAaCLUMPEHUIO STUX FPpaHuL, U UHANBUAYANbHOTO OMbITa.
CyTb Takoro noBeAeHMs 3aKNYaeTca B TOM, YTO CTPEMACH YWTU OT PeasibHOCTM MbITalOTCA CO34aTb W/IHO3UIO
ycnewHocTu, paBHoBecus, 6esonacHocTu.

« [ModobHoe nosedeHue moxcem 6bimb crrocobom NonbIMKU peweHUs KOHAUKMA C OKpYXarowumu unu
c camum coboii. »

MpuunHamm MoryT ObiTb AedeKTbl B 3HaAHMAX MNPABOBbIX M MOPASIbHbIX HOPM, HechOpPMMpPOBaHHbLIE
HOPMAaTUBHbIE NOTPEBHOCTU M LLEHHOCTN, 0COBEHHOCTM XapaKTepa U SIMOLLMOHAIbHO-BONEBOM chepbl, OTpULLaTENbHOE
B/IMAHME CEMbU WM OKPYKEHMUA, BAUAHUE KOHTEKCTHOM WMHOOPMAUMM COUMANbHbIX ceTein (rpynn, Ha KoTopble
noanucaH pebeHoK M ero CeTeBoro OKpyKeHus).

K OCHOBHbIM MpWuYMHaM, MpeapacnonaraloWmMm K yxody OT peanbHOCTM B BUPTYyasibHbIA MUP UK
OpraHM30BaHHbIe rPynMnbl OTHOCATCA:

— CTpemneHune NoyYnTb CUIbHbIE BNEYaTAeHUsA

— 3aboneBaHus, orpaHNYMBatOLLME AeATebHOCTb pebeHKa

— T[oBblWeHHaA BO36yaAMMOCTb, HEYMEHUe ceba KOHTPOANPOBaTb

— Hebnaronony4yHas cutyaums B cEMbe

— CTpemsieHne K CaMOCTOATENbHOCTU U HE3aBUCMMOCTH

— OrtcTaBaHue B yyebe

— [noxme OTHOLWEHUA CO CBEPCTHUKAMM

— HapylweHHble AeTCKO-poaUTeNbCKME OTHOLWEHMA (OTCYTCTBME B3aMMOMOHUMaHUA)

— HeyBepeHHoCTb B cebe

— OrtcyTcTBUE AN HEODOPMAEHHOCTb CMbIC/A *KU3HU

— HeraTtuBHble popmMmynnpoBKn byayuiero

— OTpuuaTenbHas oLeHKa B3pOC/biMU cnocobHocTen pebeHKa

— YacTble cTpeccoBble cUTyaumm

— HanpsKeHHasa 3KOHOMUYECKasA CUTYaLMA B CEMbeE (MM YacTble Pa3roBopbl B3POC/bIX Ha 3Ty Temy)
— YpesmepHana oTAaNEHHOCTb poauTenel ot pebeHKa (B TOM Yync/ie 3IMOLMOHAbHAA)

— KOHAMKTBI MexXay poanTensmm n pebeHka c poamutensamu

— bonbloe KONMYECTBO 3aNPeTOB CO CTOPOHbI PoAUTENEN

— HepasButoctb pebeHka

— [oBblWEHHAA KOMMYHUKATUBHOCTb (06LWNTENBHOCTb), AOBEPUYNBOCTL pebeHKa

— Hwu3Knit ypoBeHb CAaMOKOHTPOAA U 3HAHWUIA O HEM

— [MMoaBepKeHHOCTb pebeHKa NPUHUMATb UYXKYH0 OLleHKY CBOMX AEMCTBUN, KaK eAUHCTBEHHO BEPHYIO
— OanHouecTBo

— WU3anMwHmMin pognTenbckuii KOHTPOIb M aBTOPUTAPHOCTb NO3ULUKN poanTenen

— OTcyTCcTBME HABbLIKOB COLManbHOW aganTaumnmn (HesHaHMe HOPM U NpaBuA NoBeaeHUn B obliecTse)
— OTcyTCcTBME 3aHATOCTU pebeHKa



— ’enaHue 3aBoeBaTb BHMMaHKE N06bIM NyTem
— BanaHue 611M3KOro oKpy»eHus
— MNocTtaHoBKa nepea pebeHKOM CMLWKOM CIO0XKHbIX A1 Hero 3aaad

Yawe Bcero B BUpPTyasibHOI rpynne:
— MonyyeHne NCMXONOrMYECKON NOAAEPKKN U NOOLLPEHMA BUPTYAIbHOIO YBAEYEHUSA
— YBenuumnBaetca npuBAEKaTe/IbHOCTb BUPTYasIbHOTO YBAEYEHMS 33 CHET OTCYTCTBMA KOHTPOA
— Monyyas ogobpeHne BUPTYasIbHbIX AENCTBUIN pacTeT NOTPEOHOCTb B X COBEPLLUEHUN
— Co3pgaeTca UAN03MA 0CBODOXKAEHNS OT TPABMUPYHOLLMX 0B6CTOATENLCTB
— MosBnseTca oLllyleHNe NOBbILLEHMA CAMOOLLEHKN N OLLEHKU BUPTYaibHOM rpynnoi

O Hannumu npobnem moryT rosopuTb cnepytowme ocobeHHocTM noBeaeHUA pebeHkKa:
— HeraTuBHaA HanpaB/eHHOCTb
— MNoBblWeHHaA TPEBOXHOCTb
— HexkenaHune UCKPEHHWX AOBEPUTE/IbHBIX PAa3roBOPOB
= [OTOBHOCTb K pUCKY
— 3MOUMOHAbHAsA HEYCTOMUYNBOCTb HACTPOEHUS
— HenpeackasyemocTb peakumnm
— BbicoKas arpeccMBHOCTb

MepBoe M camoe BaxKHOE — HYKHO 0OBbACHATb pebeHKy M MOoKasbiBaTb COOGCTBEHHbIM NPUMEPOM, YTO Bbl
obecnokoeHbl 6e3onacHocTbio cebs n cBoei cemby B LMGPOBOM NPOCTPAHCTBE.

BTopoe (eCJ'IVI HeOGXOAVIMO) — npeanpuHnMmMmatTb Mepbl TEXHUYECKOro Xapaktepa ANA UCKAKYEeHUA O0CTyna K
VIHd)OpMaLI,VIVI npecypcam, KOTOpble TakK U1 UHa4Ye MOTyT HaHECTU Bpea U NOATO/IKHYTb K HEXXeNaTe/IbHbIM ,CI,EI\;ICTBMFIM.



1. KAK HEAONYCTUTb U1 OTPEATUPOBATb HA TPAB/IKO B UHTEPHETE?

NHTepHeT-TpaBAA HUYEM He OTANYAEeTCA OT 0ObIMHOM TPABAW U BEAETCSA, KaK NPABMAO, MO TEM XKE NPUHLMMAAM U C
TEMU Ke Lensimu. MHTepHeT-XyauraHbl MOryT, Hanpumep, OCYLLEeCTBUTb pacnpocTpaHeHne ¢oTorpaduin KepTtsbl C
HEeANLENPUATHBIMU HaANUCAMMU UM NPECNES0BaTb KepPTBY B KOMMEHTAPUAX BO BCEX COLMANBbHbIX CETAX.

EBreHusa Fe6osa, ncuxonor

@evgeniya_psychologist

3TUm BOMNPOCOM 3a4al0TCA MHOIrne poauTtenn n aetn, CToOIKHyBsLwmneca ¢ Takum BUA40M NPOABJIEHUA arpeccuu,
KaK MOMbITKA YHUKEHUSA YECTU U AOCTOMHCTBA APYIMM IULOM (cobecegHUKOM, 3HaKOMbIM, HE3HaKoMUEeM). B nepsyto
oyepesb B TAKOW CUTyauUUM HEOHBXO4MMO OLEHUTL CUTYALLMIO «6e3 amoLnit»:

1. CoBepluan M 06bEKT «TPaBAN» AEUCTBUA, KOTOPbIE CNPOBOLMPOBAAM «Tpasao»? Ecam aa, To HeobxoauMo
OLeHUTb Bpea, KOTopble HaHeC/IM 3TN AeCTBUA Hanagalowemy, XOTA B AaHHOM C/lydae «Hanagalowminy Ha
CaMoM Jene NepexoguT B POJib *KePTBbl, KOTOPas 3aLUMLLAET CBOI YECTb M AOCTOMHCTBO. B gaHHOM caydae
— HeobHX0AMMO NPUHECTU U3BUHEHMA KepTBE U rapaHTUPOBaTb UX UCKPEHHOCTb M NONHOE packaaHue, be3
AanbHeuwwero BegeHNs ananora uanm AUCKyCccui.

2. Ecnn npoBouMpylOWMX LEWCTBUM HE BbIABJAEHO, TO MPOCTO WrHOPUPOBATb TakMe MHGPOPMALMOHHbIE
HanagKku. Ecin B BMPTYanbHOM rpynmne NpouCXo4uT pas3BuTME COObITMIM C BOB/IeYEeHMEM Bce 6osbluel
ayautopuu B pasbop cuTyaLum — HEO6XOAMMO OLEHWUTb 3HAYMMOCTb TaKOTO OKpYKeHusn. Ecamn YneHcTBo B
TAKOU rpynne He ABAAETCA 3HAYMMbIM 1A PeaNbHOM KU3HM, TO peLleHnemM Bonpoca byaeT BbIXOZ U3 TaKoro
coobuiectBa. HMKoraa He NbiTaiTech NepeBOCNMTLIBATL COLMAIbHO-arpeccuBHbIX Ntogein! 31o 6ecnonesHo!
Bo3MOXXHO Baw pebeHOK CcTasl y4yacTHMKOM Tpynmnbl, B KOTOPOM MPUCYTCTBYIOT MNOAPOCTKU C
McMXonaTosiornen.

3. Ecnu Baw pebeHOK perynsipHO CTa/KMBAETCA C 3/1EMEHTAMM «TPaBAW» MNpU OBLWEHMM CO CBOMMM
CBEPCTHMKAMM, 3TO MOXKET FOBOPUTb O €ro HNU3KOM CaMOOLEHKE M NOBEAEHYECKOM CTPATErMm «KepTBbI».
CKopee Bcero Baw pebeHOK B NOBEAEHUN U CBOMX BbICKA3biBAHUAX NPEACTABAAETCA CBOEMY OKPYHKEHWUIO
KaK cnabas, HeyBepeHHas B cebe, MNCUXO-3MOLMOHANBHO 33aBUCMMaAs JIMYHOCTb. B Takom ciyyae
HeobXxoAMMma MOMOLLb NCUXO/I0Ta NO NOBbILEHWNIO CAMOOLEHKM M BOCMUTAHUIO CAMOCTOATE/IbHOCTY.

Ecnu »Ke Bbl CTONKHY/IMCHL C 0BpaTHOM cuTyaumen n yBugenu, 4to Baw pebeHok ocyliecTBaAeT TPaBao B Yel-To
afipec: HeLEH3yPHO BbIPAXKAETCA, XaMUT, OCKOpbAAEeT BCeX POACTBEHHWKOB M AOMALWIHUX XMBOTHbIX OMMOHEHTa A0
TPETbEro KOAeHa, TO NPUMUTE MEPbI MO NPeceyYeH o TaKoro Poaa akTMBHOCTU. Y TaKoro NoBeAeHMA TOXKE UMEIOTCA CBOM
NPUYMHDBI, U 0BHAPYKUTb MX BO3MOXKHO, K COXKaNIeHUI0, TOIbKO B pe3y/ibTaTe COBMECTHOM paboTbl C NCUXOI0rOM.

Hukonan opuH,
PykoBoAMTEIb KOMNAHUK MO paccnenoBaHnio Knbepnpectynaenuii « Delta Forensics»

@nikolay.dorin

B KpaﬁHeM cayyae, ecam MIHTEepHeT-ONMOHEHT, YTO Ha3blBaeTCA, «He YHUMaeTca», HACTOM4YMBO npepobiBaeT
TUWKHY B agpec Bawero pe6eHKa M NpPoAoNXKaET CBOE «4YepHOE Aenno», TO Ha 3TOro no/sib3oBatenAa Bceraa MOXHoO



no¥anoBaTbcA. Ha cooblieHne, KOMMEHTAPUA UAM NOCT NPU HAMYUU NPAMBIX OCKOPOAEHUI, YHUMKEHNA YECTU U
AOCTOMHCTBA (B TOM 4YMcC/ie M MO HAUMOHaNAbHbIM WU GU3NMYECKMM MPU3HAKaM) MOXKHO 06paTUTb BHMMAHWE
MO/ZepaTopoB/agMMHUCTPATOPOB WCMO/b3yemMoro MHTepHeT-pecypca. [lenaetca 3TO, KaK MpaBuio, B MEHIO
coobuieHunn/nocrta/kKommeHTapus. MNMpakTKka NOKasbIiBaeT, YTO aAMUHUCTPALMA CEPBUCOB PearMpyeT Ha Takue Belm
NPaKTUYECKN HE3aMea/INTeNIbHO, @ OTBETCTBEHHOCTb A/1A YYETHOM 3anuMcuM HapyLIMTENAa CMOKOMCTBUA MOXKET ObiTb
daTanbHOM. K TOMY e, MPaKTUYECKM BCE MECCEeHAKEPbl U COUMANbHbIE CETU MMET PYHKLUMIO KUYEPHbIN CMIUCOKY,
nomMeLLeHNEe B KOTOPbIN NPaKTUYECKM BCErAa NPUBOAUT K TULLMHE B paguoadupe.

Kpome Toro, ecnu Bbl BUAUTE, YTO B MYOBANYHBIX KOMMEHTAPUAX UKW YaTaX NPUHUNKAIOT YECTb U AOCTOMHCTBO
OPYyroro 4esioBeka WAM MNO3BONAIOT cebe HeNUUenpuUATHbIE KOMMEHTAPUW — He MNPOXoAuTEe MMUMO WU NpUmUTe
aHANI0TMYHbIE Mepbl.

2. KAK HE CTATb }XEPTBOM MOLLEHHUKOB?

Kak yxe 6bin0 OoTMeYyeHO B nNpeamucnoBun, WMHTepHET ABASETCA «pacCcafHUKOM» OFPOMHOrO KOJIMYecTBa
MOLIEHHWKOB. MPUYNH 3TOMY HECKO/IbKO:

— MecTo coBeplUeHUs NPecTyN/IeHUs YKe He ABJAETCA MEeCTOM pPeasbHOro MEeCTOHaXOMKAEeHUA
3/10YMbIWAEHHMKA. 3TO 3HA4YMT, YUTO KTO YroAHO, HaxoAALMIACA rAe Yrog4HO MOMKET 06MaHyYTb KOro yrogHo, Haxo4ALWerocs
roe yrogHo;

— BO3MOKHOCTb Nerkoro obecneyeHns aHOHMMHOCTM (COKPbITUA peanbHOM IMYHOCTU) C UCMONb30BaHUEM
TEXHWUYECKMX CPEACTB NO3BO/IAET 3/I0YMbILLNEHHUKY KMEHATb IMHMHY» MO HECKO/IbKO Pa3 B MUHYTY;

— BO3MOMHOCTb  OCYLLECTBAATb OAHOBPEMEHHblE aTakM NPOTUB  HEOrPaHUYEHHOro  KoJIMYecTBa
nosib3oBaTenem.

Hukonan JopuH,
PykoBoauTe/Ib KOMNaHUKU MO paccneaoBaHuio Knbepnpectynnenuii «Delta Forensics»

@nikolay.dorin

OCHOBHOW Lie/Iblo 3/10yMbILW/IEHHUKOB ABAAIOTCA:

— JIOTMHbI U MAPOAW OT YYEeTHbIX 3anNUCeN: NNATEKHbIX CUCTEM, INYHbIX KaBMHETOB BaHKOB, CTpaHWL, B
COLMaANbHbIX CETAX, afPECOB 3NEKTPOHHOM NOYTbI, UTPOBbIX CEPBMCOB.

— PeKBM3NTbl GAHKOBCKUX KapT M APYIrUX NAATEXKHbIX CUCTEM;

— BeeaeHue peteit B 3abAyKAEHUE C LENbIO BbIMaHWBAHUA AEHENKHbIX CPEACTB Nog, PasAnyHbIMU
npeaaoramu.

— HecaHKLMOHMPOBAHHbIN A0CTYN K BaleMy KOMMbIOTEPY U XPAHALLEMYCA Ha HEM AaHHbIX;

— MonyyeHne AocTyna K Bawmm ycTpolicTBam B LeAAX NOCAeAYIOLEro oCyLWecTBNeHWA aTaKk C Hero Ha
Apyrve ceTeBble pecypcsbl.

MOMHUTE, YTO 3/M0YMbILWIEHHWK aTaKkya Bawero pebeHKa CTPeEMWUTCA 3aBNageTb B TOM yucie U Bawumu
AaHHbIMW. MoaTOMy 06bACHUTE pebeHKy 3T1 NPOCTbie NPaBMAA KaK He NONAaCTbCA Ha YA04YKY MOLLIEHHUKOB:

1. becnnaTtHbiN Cbip 6blBaeT TO/IbKO B MblLLE/IOBKe.

Po3birpbiw 601bWNX MPU30B M NOAAPKOB HE MPOMUCXOAUT MYTEM PACCHINIOK B MECCEHAMKEPaX WAM NO 3EKTPOHHOM
noyTe, a, Kak NPaBU/Io, CBA3aH C COBEPLUEHNEM ONpeaeeHHbIX 4eNCTBUIM C peKNaMmmnpyemMbiMM TOBapamMm 1 yCayramu.
[eHbrv B HTepHeTe 3apabaTbiBaloTCA TOYHO TAaKMM e TPYAO0M, Kak U B 06bIYHOM NOBCEAHEBHOM KU3HU. [ToMHUTE 06
3TOM.

2. He crout pernctpupoBaTtbCA Ha COMHMUTENIbHbIX pecypcax WAU OCYLW,eCTBAATb BXOA C MOMOLLbIO
COUuMa/IbHbIX ceTei Ha HUX.



K Takmm pecypcam OTHOCATCA: CalTbl C PO3bIrPbIlAMWN LLEHHbIX NMPM30B M MOAAPKOB, CalTbl C UFPOBbIMMU
AO0MOJIHEHUAMM UK BecniaTHbIMK NpeaMeTamMn A8 KOMMNbIOTEPHbIX UrP; CalTbl, Npeaaaratrowme n1erkmm 3apaboTok;
CaWTbl, UCNO/b3YIOLME KENTble» 3aroN0BKWU; CAUTbl U MPUNONKEHUA ONA HAKPYTKM «NAMKOB» WU OCYLLECTB/IEHMA
pPenocTos.

Moyemy TaK? Bo-nepBbix MMeEETCs BNOJIHE O4YeBMAHAA ONAaCHOCTb MOXULLEHMA IOTMHOB U NAPOaEN YYETHbIX
3anucem.

Bo-BTOpbIX, OCHOBHasi OMACHOCTb KPOETCA 34eCb He CTO/IbKO B HEeAO0CTOBEPHOCTM pPa3MELLEHHON Ha
NnceBAOHOBOCTHbIX CaiTax MHPOPMaALMU, CKOIbKO B TOM, Y4TO 60/1blUaA YacTb TAKMX PECYPCOB KMBET 3a CHET NOKA30B
peknambl. Yem 6onblue peknambl — TeM 60MbLLINIA YPOBEHb 4,0X0Aa UMEET BAafeneL, pecypca. 3TO MOXKET NPMBOAUTb
K TOMY, YTO Cpeam OFPOMHOFO KOJIMYECTBa PeKNaMHbIX BaHHEPOB MOryT OKa3aTbCA CCbIJIKM Ha 3apaKeHHble pecypcsbl,
NMOCKOJIbKY, KaK NpaBu/i0, agMUHUCTPALLMA TaKMX PECYPCOB HE NPOBEPSAET CBOMX PeKNamoaaTenei.

3. Mpwu perncrpauum unm NOATBEPKAEHUUN YYETHbIX AaHHbIX NPOBepANlTe, YTO6bl B aapecHOU CTpoKe
6bl/1a KOHKA 3aMKa (3TO 3HAaUUT, YTO COeAUHEHME ABNAETCA 3aLUULLEHHDBIM), 3 a4pEeC, YKa3aHHbIN B a4pecHOM CTPOKe
coAepKan aeiicTBUTeNbHDIN agpec pecypca.

Hanpumep, npu obpalieHmm K pecypcy «mail.ru» B agpecHon cTpoke JOMKHO BbiTb MUMEHHO «mail.ru», a He
«mail.ru» nam «pochta-mail.ru».

4. Ucnonb3yiiTe pasHble CNOXHbIE Mapoau ANA BCeX YYeTHbIX 3anuceil. Jns npocToTbl cnepoBaHUA
3TOMY NpPaBUAy MOXHO UCMO/Ib30BATb NapPOoJ/IbHble MEHEeAKepbl.

B HeKoTOpbIX OMepauMoHHbIX cuctemax (Hanpumep MacOS m i0S) xpaHeHWe naponen B MNapPOJbHOM
MeHeaKepe ABAAEeTCA NpeayCcTaHoBAEHHOM npounssoanTenem dyHKumel. M 3ToT cnocob yKe rogamum f0Ka3biBaeT CBOO
3¢ deKTUBHOCTb B NpeoTBpalLeHMM TAKOro poaa aTak.

Ecnm Bbl nonb3yetecb OC Windows nau ntobbim Linux’om, To 06aBUTb QYHKLMIO XPaHEHUA Napoaein MOXKHO
yCTaHOBMB becnnatHoe npuaoxeHue «keepass». Bbl 3anommHaeTe TONbKO OAMH COXKHbIN Napos/ib OT KOHTeHepa, rae
HAaJEXHO COXPAHAKTCA BalWW JOTMHbI M MAPOAM, A 3aTeM MPOCTO OCYLLeCTB/AAETE KOMMPOBaHME Mapons w3
3almweHHon obnactn. K Tomy e B NaposbHble MeHeaKepbl 06bIMHO BCTPOEHbI FeHEPATOPbl HAAEXKHbIX NAPONen,
KOTOpble HEBO3MOXHO «N0A06paTb».

Ecnv Bbl He XOTUTe A0BEPATb CAMYHO LEEeHHYH0 MHOPMALLMIO CTOPOHHEN HecnaaTHOM NporpaMmme: NaposibHblie
MeHeZKepbl ecTb U B cocTaBe H60/bWIMHCTBA COBPEMEHHBIX aHTUBUPYCHbIX MPOAYKTOB. CyLLecTBYIOT M OTAEe/bHble
peleHua ANA XpaHeHUs naposieit oT Npon3BoAUTENEN AHTUBUPYCOB.

5. He nepexogute No CCbIIKAaM U3 3/IEKTPOHHBIX MMCEM, MECCEHAXKEPOB, COO6LLEeHUI, NONYYEHHDbIX OT
HeU3BEeCTHbIX a4 PecaToB.

CKopee BCero, 3a 3TOM CCbINKOM MPAYETCA YCTAHOBLUMK BPEAOHOCHOIO MPOrpaMMHOro obecneyeHus:
6aHKOBCKOro TPOAHL,A MM KEWIOTTEPa, KOTOPbIE B MOMEHT NOXUTAT AeHbIM ¢ DaHKOBCKMX CYETOB WM YKPAAYT NAponu;
MM WndpPoBanbLLMKA, KOTOPbIM 3alWMdpyeT BCe BALLK AOKYMEHTbI U poTorpadum.

6. Ucnonb3yiiTe cpeacTBa aHTUBMPYCHOM 3aWmnThbl C GYHKLMAMMU CETEBOrO aHa/M3a.

B TakOm cnyyae Bbl, KAK MUHUMYM, CO34a4MTe eLle OAMH SWeN0H POAUTENIbCKOrO KOHTPOA, @ KaK MaKCUMyM
— He gaaute pe6eHKy NOCEeTUTb MOLLIEHHUYECKUI CalT Un noAaBeprHyTbCA atake C NTOMOLLbIO BUPYCOB.

7. HonbsyﬁTer NIMUEH3NOHHbIM NPpOorpaMmmHbIM OGECHE‘IEHMEM, ero 6ecnnatHbiMM OrpaHU4YeHHbIMU
BEpCUAMU UZIN daHAZI0OTAaMU OT NU3BECTHbIX I1p0M3BOAMTEI1€ﬁ.

M3 AnYHOro onbiTa MOry CKasaTb, YTO 3TOrO BMOJIHE A0CTAaTOYHO ANA 6bITOBOr0 MCNONL30BaHMUA. NosepbTe
OonbITy 3KCNepTOB Halwen KoMNaHUn — Aeuwesne Kynntb aHTUBUPYC, HEM NblTaTbCA BOCCTAHAB/INBATb YHUYTOXKEHHbIE
d)aﬁ.ﬂbl N O0Ka3bliBaTb HECAHKUMNOHUPOBAHHbIE MaTeXHble onepaunn C H6aHKOBCKOM KapTbl. Kpome ToOro, 6osbLuan
4acTb 3apa>KeHm71 nNPponcxoanT no npuvynHe MNOUCKa 3aBeAOMO MUPATCKOro nporpammHoOro obecneyeHua wunm
«nporpamm ana nevyeHua ot XaaHOCTU» (KaK Ha3blBaAlOT X HEKOTOpPbIE I'I0}1b3OBaTeI1VI).

K cnoBy, pblHOK NPOrpamMmmMHOro obecrneyeHWs B Hallel CTpaHe ABAAETCA A0CTaTOYHO AEMOKPATUYHbIM.
Hanpumep, KpynHble MPOW3BOAUTENN CPEACTB aHTMBMPYCHOM 3aluMTbl NpeanaraloT cemenHble Tapudbl Ha 3-5
YCTPOMCTB MO BecbMa npuemaemolt ueHe. Ecam He BepuTe — B3rAHUTE CKOJIbKO CTOAT TE YKEe Camble MPorpammHble
NPOAYKTbI 33 pybexom.

8. He npeHebperaiiTe 06HOBAEHMAMMU NPOrPaMM U ONEPaALLUOHHON CUCTEMDI.



JTOT coBeT ABAAETCA NOCAeAHMM MO CMUCKY, HO He no 3HavyeHuto. CBoeBpemeHHoe 06HOoBNEHUE
ONepaunmoHHOM CUCTEMbI 3HAYUTENIbHO CHUMXAET BEPOATHOCTb MOCTPaZaTb MPW MACCOBbIX aTakax U rnobanbHbIX
BMPYCHbIX 3NUAEMMUAX.

3. BOBJIEMEHME NOAPOCTKOB B HESAKOHHYIO AEATE/IbHOCTb

MpepnoxeHne nerkoro 3apaboTka B MHTEpHEeTe B HACTOALLMI MOMEHT 3HAYMTEIbHO NpeBbIWaeT cnpoc. CBA3aHO
3TO C TeM, YTO KMOEepKpMMMUHAN, HEOTAEAMMO CPOCLUMIACA C TPAAUUMOHHBIM KPUMMHANIOM, NOCTOAHHO HAaXo4MTCA B
NOWCKAX UCNONHUTENEN. 3N0YMbIWIEHHMKN NpegnaratoT NoApPoCcTKaM nonpoboBaTh ceba B KayecTse:

«O0OHA/bLMKOBY - JINL, OCYLLECTBAAWMX 0OHaMYMBaHNe Yepe3 CBOM HaHKOBCKME cyeTa AEeHEXHbIX CpeacTs,
[,06bITbIX MPECTYNHbIM NyTEM,

«KYPbepOB» - /NL, OCYLLECTBAAIOLWMX PACNPOCTPAHEHME HAPKOTUYECKUX CPeacTB MUAM UHbIX 3anpeLleHHbIX
npeameTos)

«MY/I0B» - /AL, OCYLLECTBAAIOLWMX MPOCTble TeXHUYECcKne aenctsma, obecneymBatowime MNPOHUKHOBEHME
3/10YMbILWJIEHHNKA B TEXHUYECKYIO CUCTEMY WJIM OCYLLECTBAAIOWMX AOCTaBKY AEHEXHbIX CpeacTB MO pesyabTatam
npousBeAeHHON KnbepaTaku:

NCTOYHMKaMM MHDOPMALMKM O HAZIMYMUKU KBAKAHTHbLIX MECT» IBAALOTCA:

— KommeHTapmu K nocTam B NONy/IAPHbIX COOOLLECTBAX, COLMANbHbIX CETAX, OTKPbITbIX YaTax;

— OTKpbITble YaTbl M rPyNMbl C HEAOCTATOYHO KayeCcTBEHHOM MoAepaumer;

— OTKpbITble 1 3aKpbITbie GOPYMbl TEMATUYECKON HaNpPaBAEHHOCTH;

— 0O6baBNEeHNA B COLMabHbIX CETAX UM Ha UHbIX CETEBbIX pecypcax (Beb-caiTax, B MOMCKOBOM Bblgaye).

daKTUYECKU AaHHble «NoAPabOTKN», C/IM UX MOMKHO TaK Ha3BaTb, TPEDOYIOT HAIMUYMA MUHUMAJIbHbBIX TEXHUYECKMX
3HaHWUI 1 060pYy[0BaHMA, YTO CYLLECTBEHHO CHUMAET NOPOr BXOXKAEHMA B KPUMUHABbHYIO AeATeNbHOCTb. Yalle Bcero,
BOB/IEKaeMble B NPMBELEHHbIE 3aHATUA NOAPOCTKM HE OCO3HAIOT A0 KOHLLA BO3MOXKHYIO MPaBOBYH OTBETCTBEHHOCTb, a
TaK¥Ke TOT PaKT, UTo Nto4M, NPUBEKAIOLLME UX K STUM 3aHSATUAM, OCTAOTCA 33 LWUMPMOIMA aHOHUMHOCTMW.

MpU3HaKaMM HaNNUKUA TaKoW «NoApPaboTKM» ABAAIOTCA:

— Hanuuune y pebeHKa M3ObITOYHOro KoMYecTBa BAHKOBCKUX KapT WM CYETOB B MAATEXHbIX CUCTEMAX
(QIWI, Angekc. [eHbru, PerfectMoney 1 MHble NnaTeXKHble CUCTEMDI);

— MNosBneHne AeHer n NpeaMeToB, MPOUCXOXKAEHNE KOTOPbIX peOEeHOK He MOXKET 0O bACHUTD;

— Hannune CM-KapT onepaTopoB COTOBOW CBA3WN C HEYCTAaHOB/IEHHbIM MPOUCXOXKAEHUEM;

— Hanuune pononHuTenbHbIX cpeacts cBAsu (TenedoHoB, cMapTHOHOB, MNAHLLIETOB, KOMMbIOTEPOB)
HEYCTAHOBJ/IEHHOIO NPOUCXOXKAEHUSA;

— PerynapHoe ncuesHoBeHue pebeHKa U3 4OMa B TEMHOE BPeMA CYTOK;

Kpome TOro, Ana nogpoCTKOB XapaKTEPEH MOMCK COOCTBEHHOM HEMNOXOoXKeW KapTuHbl mupa. Yacto atum
NONb3YHOTCA NPEACTAaBUTENN TEPPOPUCTUHECKUX, SKCTPEMUCTCKUX U PESIUTUO3HDBIX OPraHM3aumn, AeATeNbHOCTb KOTOPbIX
3anpeLieHa Ha TeppuTopun Poccuiickon degepaymmn. Bbl yanBUTECH, HACKONBKO Ha NepBbli B3rnsA4, CTPONHbIMM ObiBalOT
TEOPUN IKCTPEMMUCTCKONO, HALMOHAIMCTUHECKOTO UM KPUMMHAIbHOIO TO/KA.

Kak npaBuno, nepBbiii KOHTAKT BEPOOBLLIMKOM OCYLLECTBASIETCA C UCNONb30BaHMEM NONYNAPHbIX COLMNASbHbIX
ceTel UAn mecceHaKepos. [na BbIABNEHUA 3aUHTEPECOBAHHOCTU BePOOBLUMK, KaK NPaBUIO, aHAIU3UPYET aKTUBHOCTb
XepTBbl B MHTEpHETEe: NOCTbl Ha JIMYHbIX CTPaHULAX, KOMMEHTApPUXU Nog HOBOCTAMMW, NOAMWUCKM Ha coobuwectsa M
ny6./1IMYHbIE YaTbl COOTBETCTBYIOLLMX TEMATUK.

Mpu 3TOM 3/10YMbILIEHHUK MaKCMManbHO BbICTPO CTapaeTca NepeBecTU KOHTAKT B mecceHaxKepbl uam CMC,
yTObbI NEpPENMCKa HOCK/Ia CKPbITbIM XapaKTep.



4. VHOOPMALMA, HAHOCALAA NOTEHLMANBHbIN BPEA NCUXUYECKOMY 3[00POBbIO PEBEHKA.

Papa CepreesHa,
Bnbanoteka nm. Hekpacosa

Bo

depepanbHbIn 3aKoH 0T 29.12.2010 Ne 436-P3 «O 3awmTte aeteit ot MHGOPMaLUKM, MPUYMHAIOLLEN Bpes, X 340P0BbIO
W Pa3BUTUIO» YETKO oNpeaeniaeT, Kakas MHGopMaLmsa MOXKeT BbITb NpeaocTaB/ieHa pebeHky.
3anpeLlleHa K pacnpocTpaHeHuto cpeam aetei ntoboro Bospacta MHGopmaymsa:

e nobyKaaloLWwan AeTel K COBEPLUEHUIO AeNCTBUIM, NPeaCTaBAAIOWMX YTPO3Y UX X KU3HU N 340P0BbIO, B TOM YMcae
K MPUYMHEHUIO Bpeda CBOEMY 34,0PO0BbLO, CAaMOybUMIACTBY;

e cnocobHas Bbi3BaTb Yy AETel KenaHue ynoTpebuTb HAPKOTUYECKUE CPeACcTBa, MCUXOTPOMHble U (Mau)
Oo4ypPMaHMBalOLLME BeLLeCTBa, TabayHble U34ens, alKoro/IbHYH U CMMPTOCOAEPIKALLYO MPOAYKLMIO, MPUHATD
yyacTue B a3apTHbIX Urpax, 3aHMMATbCA NPOCTUTYLUMEN, BPOASKHNYECTBOM UM NOMNPOLIANHUYECTBOM;

e 000CHOBbIBAOLAA WM OMNPaBAbIBAIOWAA AOMYCTUMOCTb HACUAWUA WM KECTOKOCTW, NMbo nobyaatolas
OCYLLECTBATb HACU/IbCTBEHHbIE AEMCTBUA MO OTHOLIEHWIO K /IIOAAM UIN XKUBOTHBIM;

e  OTPULAIOLLAA CEMENHble LEHHOCTW, MponaraHAMpPyloWwas HeTPagULUMOHHbIE CEKCyasibHble OTHOLIEHWA U

bopMUPYIOLLAA HEYBAXKEHWNE K POAUTENIAM U APYTUM YEHAM CEMbMU;

OMnpaBAbIBatoOLLAA NPOTUBOMNPABHOE NOBEAEHME;

CoAepKallan HeLeH3ypHYyto bpaHb;

cofepKalan MHPopmMaL Mo MOPHOrpadMUECKoro xapakrepa.

NO3BO/IAIOWYI0 MPAMO MM KOCBEHHO YCTAaHOBWUTb JIMYHOCTb HECOBEPLUEHHOJIETHEro, MocTpajasluiero B
pesynbTaTe NPOTMBOMNPABHbLIX AEeNCTBUI (6e3aelicTBuA).

3aKoH onpegenseT MHGOPMALMIO, LOCTYN K KOTOPOW Cpeam AeTel pasHbiX BO3PacToB, OrPaHUYEH, 3TO:

1. M306pa)KeHVIFI nnn onncaHme XKecCtokoCTtu, d)VI3VI‘-IECKOI'O n (VIIWI) NCNXNYECKOTo HacnaunAa, npectynieHna nnm
UHOIo aHTVIOGU.I,ECTBEHHOI'O ,EI,EI\;ICTBMFI.
2. MH(I)OpMaLI,VIFI, BbI3blBakOWan y ,D,ETEVI CTpaX, y*acC Wan NnaHuUKy, B TOM 4YUCne npeacraBnaemad B Buae

M306paXKeHus WAM OMUCAHUSA B YHMMKAKOLWEW Ye/I0BEYECKOe [OOCTOMHCTBO (OpMEe HEHaCUNbCTBEHHOW CMEpTH,
3aboneBaHusa, camoybuiicTBa, HECYACTHOrO C/lyYas, aBapma UanM Katactpodsbl U (MNK) UX NOCNeACTBUN.

3. N306paskeHne nam onncaHue NosoBbiX OTHOWEHUA MEXAY MYMKUNHON U SKEHLLUHOWN.
4, BpaHHble cnoBa 1 BbipaXKeHWA, He OTHOCALLMECA K HELLeH3YPHOM BpaHu.
OrpaHuYeHuns Ha NnpegocTaBaeHme MHGOPMaLLMM NO BO3PaACTaM BbIFIAAUT ceayowmm obpasom:
PaspeweHo 3anpeweHo
3nu3ogmMueckoe HeHaTypanuctuyeckoe usobpaxkeHue | M306parkeHMe WAM OnNUcaHMe CEeKCyaNbHOro
Jo 6 | nav onvcaHne Gp1U3n4ecKkoro n NCUXMYECKOro HaCUANA Npu | Hacuama
NeT | ycnoBum TopKecTBa Aob6pa Hag 3/0M U BblpaxKeHus
COCTPAfAHUA K XKePTBE U OCYKAEHUA HAacnAmA
KpatkoBpemeHHoOe 7 HeHaTypanucTudeckoe | M3obpaxkeHune Taxenbix 3abonesaHuni
n3obpaxkeHne MaM onucaHue 3aboneBaHU YenoBEKA U
MX nocneactesuMi B doOpmMe, He  YHUXKAIOLWEN
4ye/I0BeYECKOro AOCTOMHCTBA
JeMoHcTpauua nocnencTsBuMi  HECYaCTHOro
HeHaTypanuctuyeckoe w3obparkeHMe WAW  OMNUCaHWe | cay4as, aBapwuu, KaTacTpoodbl,
6-12 | HecyacTHoro cnyyas, aBapwmu, KaTacTpodbl, | HEHACUNBLCTBEHHOM CMEPTH
net* | HEHaCUNbCTBEHHOWN CMepTH
NHbopmaums, nobyRaatowas K COBePLUEHUIO
dnusoaunyeckoe n3obpaxeHue nnu onucaHue | aHTUMOBLLECTBEHHbIX OeNCTBUN "
aHTUODBLLLECTBEHHbIX AEUCTBUI M MPEcTynaeHuid npu | npectynneHuin
YCNOBMM, YTO HE 0BOCHOBBLIBAETCA M HE ONPABA,bIBAETCS UX
[O0NYyCTUMOCTb 7 BblparkaeTca oTpuuaTencHoe,
ocyXKAatoLee OTHOLWEHWE K INLLAM, UX COBEPLLAOLLMM




12-16
ner*

3nu3ogmnueckoe nsobpaxkeHue nnn onucaHue
YECTOKOCTN U Hacuama 6e3 HaTypasIMCTUYECKOro MoKasa
NPoLLecca JNLLEHUA KU3HWU UM HaHECEeHUS YBEUYU npwu
YCN0BMM, UYTO BbIPa)KaeTca COCTpajaHWe K »epTse U
OTpULIATE/IbHOE, OCY}KAAt0LLEe OTHOLLEHUE K 3KeCTOKOCTH,
HacuAuio

dnu3ogmyeckoe ynomMuHaHue (6e3  gemoHcTpaumm)
HaPKOTUYECKUX CPeACTB, MNCUXOTPOMHbLIX U  (nan)
OAyPMaHMBaOWMX BeLlecTs, TabayHbiX M34enUin npu
YyC/IOBUM, YTO He 0OOCHOBbLIBAETCA M He OMpaBAblBaeTCA
[,0NYyCTUMOCTb aQHTMOBLLECTBEHHbIX OEencTeumn,
Bblpa*KaeTca OTpULATE/IbHOE, OCYKAAOLWEee OTHOLEHME K
HUM M COAEPKUTCA YKa3aHUe Ha OonacHOCTb NoTpebneHus
YKa3aHHbIX NPOAYKLMK, CPEACTB, BELLECTB, U3L,e/Ni

He sKcnayaTupylowpe UHTEpeca K CeKCcy M He Hocawme
BO3OY)KAAIOWEro WM  OCKOPOUTENbHOTrO  XapakTepa
3NM304MYECKMe HeHaTypasucTUieckne u3obpaxkeHue
WM ONWUCaHME MOJIOBbIX OTHOLUEHUIA MEXKAY MYKYMHON U
KEHLUMHOM, 33 WCKNOYEHUEM M306pakeHus  uau
ONucaHWA AeNCTBUIM CEKCYa/IbHOTO XapaKTepa.

MN306paskeHne MAM OMUCAHME CEKCYaNbHOro
Hacuausa

N306parkeHne nnum onmcaHue, nobyxaatouime
K COBEPLUEHMIO aHTMOOLLLECTBEHHbIX AENCTBUM
(8 TOM uncne K noTpebaeHno anKoronbHOM U
CNNPTOCOAEPIKALLENA NPOAYKLMM, y4acTUO B
a3apTHbIX Urpax, 3aHATUIO BpoasKHMYECTBOM
WY NoNpoLaiHNYecTBOM)

16
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M306paxkeHne wWAM OMUCaHME HEeCcYacTHOro C/yyas,
aBapuu, Katactpodbl, 3aboneaHus, cmeptn bes
HaTYpPa/IMCTUYECKOrO NOKasa UX NOCNeACTBUM

N306pakeHne nam onucaHme }KecToKoCTM U Hacunmns 6es
HaATypPaANUCTMYECKOro MoKasa Npouecca NAUWEHUA KU3HU
WAN HaHEeCeHMWs yBeuuii Npu YyCNOBUK, YTO BblparkaeTca
cocTpajaHue K eptBe WU (MAM) oTpuuaTenbHoe,
OCy}KAalollee OTHOLIEHME K KEeCTOKOCTM, Hacuauioo (3a
UCKNIOYEHNEM HacWUaMA, MPUMEHSeMoro B  Cayvasax
3alMTbl NpaB  rpaxgaH W OXPaHAEeMbIX 3aKOHOM
MHTepecoB 06LLecTBa AU rocyaapcTea)

MHPopmauma 0 HAPKOTUYECKMX CpeacTBax WAM O
NCUXOTPOMHBIX U O4ypPMaHMBalOWMX BellecTBax (6e3 mx
AEeMOHCTpaumm), 06 onacHbiX  MOCNEACTBUAX  MX
noTpebaeHna C AeMOHCTpauMen TaKUX Caydyaes npu
YCNOBWMW, 4YTO  BbIparKaeTca  OTpuLATENbHOE  WAU
ocyKaatolee OTHOLWEHME K NoTpebaeHMIo TaKUX CPeACTB
WIN BELLECTB M COAEPKUTCA YKa3aHME Ha ONacHOCTb WX
nortpebneHus

OTaenbHble 6paHHble CNOBa WU BbIPAXKEHUA, He
OTHOCALMECA K HELLEH3YPHOM BpaHu

He aKkcnayaTupylolimMe MHTEpPeca K CEKCy M He Hocalime
OCKOp6UTENbHOrO  XapakTepa  u3o06parkeHne  uau
OonMcaHWe MO/IOBbIX OTHOLIEHUN MEXAY MYXUMHON WU
EHLWMHON, 33 WCKNOYEHMEM U306paKkeHns uau
onuncaHuA AencTBUIM CEKCyanbHOro Xxapakrepa

M306pa>+<eH|/|e nanM onncCaHme CekcyasibHOro
Hacnnauma




* 1N BO3PaCTHOM KaTeropum paspelueHa/3anpelleHa MHGopmMauma U3 NpeablayLWwero nyHKTa.

5. CK/IOHEHME K AENCTBUAM CEKCYA/IbHOTO XAPAKTEPA.

Ha cerofHAWHWA AeHb B MHTEPHETE CYLWEeCTBYHOT pecypcbl, NoceslieHHble abconoTHO Nbolt TemaTtuke. He
ABNACTCA CEKPETOM U Hamume

EBreHusa Fe6osa, ncuxonor

@evgeniya_psychologist

1. Ecnu Bbl 6oMTECh CTONKHYTBLCA C TaKOW NPobaemoit, HO GaKTOB, NOATBEPKAAIOLLMX TaKME C/ly4an HeT,
TO BaM HeobXxoAMMO MPOBECTU aHa/IN3 COOCTBEHHbIX MbICIEM MO NOBOAY Bawero pebeHKa — MoyYemy Bbl eMy He
nosepsete?

2. [na npodunnakTUKM TaKMX cCnyvaeB HEOOXOAMMO JaBaTb MHGOPMALMIO O CEKCYAIbHOM *KMU3HM Yel0BEKA
[031MPOBaHHO, B 3aBUCMMOCTU OT BO3pacTa pebeHKa. PebeHOK A0/KeH 3HaTb OTKyAa bepyTcA AETU U KaK MMEHHO
4yenoBek pasmHoMKaeTcs. Kakoe noBefeHue ABAAETCA UHTUMHbIM, @ KaKoe MoBefeHue ABNSAETCA Bbi3blBAOWMM U
HeaoMnyCcTUMbIM. Bbl JO/MKHbI CBOEBPEMEHHO MHbOPMMPOBaTb pebeHKa O HOpPMe CEeKCyasibHOro MnoBeAeHWA U
naTonoruu.

3. BbI3BaTb MHTepec pebeHKa K MHPOPMALMKM O CEKCYaslbHOM KM3HM MOTYT BO3PACTHbIE U3MEHEHMA.
Mosatomy poguTenc AoKeH b6biTb OTKPLIT K Hecegam Ha 3TM Tembl. ECiM Bbl camu He roToBbl K Takum becepam,
HeobxoAMMOo 06PaTUTLCA K MCMXO/ONY 32 KOHCYbTaLMen 0 pamKax Takux beces B 3aBUMCMMOCTM OT BO3pacTa pebeHkKa.

4, Ecnm y Bac ecTb BECKME OCHOBaHMA CYMUTaTb, YTO Ball pPebEeHOK COCTOMT B rpynmne WM KOHTAKTe C
4eNOBEKOM (MAM TPYNNON NWUL) CKAOHAIOWMX €ro K TakKMM fOeNCcTBUAM, Bbl LO/KHbI CPOYHO obpatutca 3a
NMCUXONOTMYECKON MOMOLBID K ncuxonory (M pebeHky u pogutenam!) n coobwmuTb B MHCNEKUMIO MO genam
HECOBepLUEHHONETHMX O TaKOM daKTe ANA NPOoBeAEHMA 3aWnTbl pebeHkKa.

Ha KOHTaKT 310yMbIW/IEHHUKN BbIXOAAT Yepes CaliTbl M CEPBUCbI 3HAKOMCTB, a TaKKe TeMaTUYecKue rpynnbl B
MeCCeHAKepax M CoLManbHbIX ceTax. Kak NpaBuio, AeTv He ABASAIOTCA MHULMATOPaMM 3HAKOMCTBA B TAaKOM KOHTEKCTE, a
NPOCTO MLLYT HOBbIX APY3€ei U 3HAKOMCTB.

OMUCAHUE ABAEHNA U I'IOCI'IE,EI,CTBVIVI «CEKCTUHTA»



6. UTPOMAHUA

MNrpoBasn 3aBUCMMOCTb ABAAETCA YAaCTHbIM CAyvyaem 3aBMCMMOCTU. 1104, 3aBMCMMOCTBIO MOHMMAETCA HaBA34MBan
noTpebHOCTb, NOABMraloLLAn YeNoBeKa K onpeae/ieHHON AeATebHOCTH.

EBreHusa Fe6osa, ncuxonor

@evgeniya_psychologist

dopmuMpoBaHMe 3aBUCMMOCTU Y pebeHKa MOXKET NPOTEKaTb 4O0CTaTOYHO A0T0. 3aBUCUMOE NOBeAeHNE MOXKET
HayaTb NPOABAATLCSA C «6e306MAHbIX» Ha B3rNAL POAUTENA BELLEN:

1. CTpacTb K MPOCMOTPY OMpefesneHHbIX MyabTOUIbMOB W HeafeKBaTHOE MoBeAeHWe, npu
HEBO3MOHOCTM €ro MoCMOTPETb.

2. MpucTpacTMe K HEKOTOPbIM MPOAYKTamM (Cnafoctam M npoyee) ¢ dopMMpoBaHMEM HEaLeKBATHOrO
NULLEBOrO NOBEAEHWUS NPU OTCYTCTBUM 3TOTO NPOAYKTa B JOME — OTKa3 OT eZbl, arpeccMBHoe NoBeaeHue, NAaKCUBOCTb.

3. CAMWKOM BbipaKeHHas NPMBA3AHHOCTb K OMNpeAe/ieHHbIM UTPYLIKaM UK NpegmeTam.

Ecnu Bbl 3aMeTnN TaKkoe NnosegeHne pebeHKa, To B byayLiem ecTb BEpOATHOCTb GOPMUPOBAHMUS 3aBUCMMOCTH
oT 6osiee cepbe3HbiX BELLEM, KOTopble MOTYyT yrpoXKaTb 6narononyumto pebeHka. Yawe Bcero npuyYnMHamm
bOopMMPOBaHUA 3aBUCMMOCTU pebeHKa ABAAIOTCA:

— HepocraTouyHan an HenpaBWbHO NpPosABAsemasn 3aboTa o pebeHke.

— HenpuHATME ero Kak IMYHOCTM.

— HeraTvBHas oLeHKa pe3ynbTaToB NoBeaeHWsA pebeHKa 1 ero IMYHOCTHBIX KayecTs.
— KocBeHHoe oTBepikeHue pebeHKa.

— 3MOLMOHaNbHOE oTBepKeHMe pebeHKa

— HepoBepue K cnocobHoCcTAM U AeicTBUAM pebeHKa.

— ObecueHnBaHMe pebeHKa, Kak IMYHOCTH.

— HeraTnBHas 06CTaHOBKa B CEMbE, KOHPIMKTbI MEXKAY YNIeHaMWN CEMBM.

— Bosblian 3aHATOCTb poanTenei

Ana nsbexaHna GopmMMpPOBaHUA 3aBUCMMOCTM Yy pebeHKa, HeobxoaMMo MNoALEPXKMBATb C HUM A06pble,
WCKPEeHHWEe B3aMMOOTHOLEHUA. MPUHMMATL €ro XapakTep M TemMNepameHT «TaKMM KaKoM ecTb». 3HAaKOMWTb C
3aKOHaMW B3aMMOAENCTBUA C 06LLECTBOM B MO3UTUBHOM K/toYe. 3HAKOMUTb pebeHKa ¢ MOPaibHbIMM U COLLMANbHbIMM
HopMmamu noseaeHus. Hayuntb pebeHKa NPaBUIbHO CTaBUTb LIE/IM U NEePCNEeKTUBLI CBOEM AeATEbHOCTU, Hay4uTb ero
pa3BMBaTb TBOPYECKME CNOCOBHOCTH, POPMMPOBATL CBOW pabounii AeHb U JOCYT.

Ewe O,D,HOl\;I prOBOVI BO3HUKHOBEHWA 3aBUCUMOCTU ABNAETCA K/NaCCUYECKaA 3aBUCMMOCTb OT a3apTHbIX Urp
(l'ly,D,OMaHVIFI). HECMOTpﬂ Ha TO, YTO UrpoBbleE aBTOMATbl U BbIBECKU WUTOPHbIX 3aBe,£I,EHM171 AaBHO MOKUHYNAN YynnLbl
HacesieHHbIX MYHKTOB, U4ea «CopBaTb AXKEK-NOT» 3a MUHUMA/IbHYIO CTaBKY 40 CUX NOP ABNAAETCA aKTyaanoﬁ.

M cBA3aHO 3TO BOT C YeM: KefaHne 0603HaYUTb CBOKO MHAMBUAYANbHOCTb XapaKTepHO ANA AeTell He TONbKO B
peanbHOM MUpE, HO U B BUPTyasbHOM. O603HAUYNTL CBOKO MHAMBMAYANbHOCTb B COLMANbHbIX CETAX M OHNAMH Mrpax
No3BONAET AONOAHUTENbHbIA KOHTEHT, NpuobpeTaemblii NONb30BaTENEM OTAENLHO. A Npumepa PacCMOTPUM Cambli
pacnpocTpaHeHHbIA Cnocob BUPTYyasbHOW MHABMAYaNM3aLUMM — C MNOMOLLBIO BHYTPUWUIPOBBLIX NPEeaAMETOB B
KOMMNbIOTEPHBIX UTPaX.

Moa ¢pas3oli «BHYTPUMIPOBOK NpeameT» MNoHMMaeTcs UudpoBoi 06bEKT, npeaHasHa4YeHHbIn Ans
MCNOIb30BAHWUA BHYTPU KaKoM-MB0 KOMMbtoTePHOM Urpbl. K Takum npegmeTam OTHOCATCA:

— BHYTpMUrpoBble BaatoTbl (M3BECTHbI KaK «ronga»);
— BupTyanbHble pecypcsl;



— BM3yasbHble 000/MI0YKM (CKMHbI) N8 BHYTPUWUIPOBBLIX MPESMETOB — BUPTYa/IbHOrO OPYXKMUA, TEXHUKU WU
nepcoHaxe;

Hukonain JopuH,
PykoBoguTENb KOMNAHMKM NO pacciefoBaHuUto KubepnpectynaeHuin «Delta Forensics»

@nikolay.dorin

Kak y»e 6bl10 OTMeYeHo paHee, pebaTa NogpPOCTKOBOro BO3PacTa B CBOEM MAcce He UrpatoT B TPASULUMOHHBIX
OHNalH-Ka3MHO (HECMOTPA Ha OrPOMHOE KOAM4YecTBO MHTepHeT-peKknamMbl AaHHOW TemaTuKK). B HacTosAwee Bpems
O4YeHb MOMYNAPHbI CEPBUCbI MO PO3bIFPbIY BHYTPUUIPOBbLIX MPEAMETOB. [aHHble CEepPBUCbI IKCMAYaTUPYIOT TArY
NoApOCTKa K 061a4aHMI0 AOPOrUMU U PeaKMMM SK3emnaapamu. LLleHHMK Ha HEeKOTopble NpeaMeTbl LOXOAUT 40 COTHU
TbicaY (!) pybnei, nosTomy BO3MOXKHOCTb BbIUIPaTb TaKMe BelM 3a He6O/bLYIO (MO CPaBHEHMIO C NMPU3OM) CTaBKY
BbIFAAUT BECbMa 3aMaHuYMBO.

370 paboTaeT Tak: NoJib30BaTe/lb BHOCUT Ha CBOWM CYET peasibHble AeHbrM, OTKPbIBAeT 3a GUKCMPOBAHHYHO
CTOMMOCTb KeWc (KOpoBKYy C BHYTPMUIPOBLIMW MPeaMeTaMu), U3 KOTOPOro emy C/y4aliHbiM BbIMagaeT OAWMH WK
HECKO/IbKO NPeAMEeTOB, KOTOPbI MOMKET CTOMTb KaK 60/1ble CYyMMbI «CTaBKM», Tak M MeHblue. H1yero He HanomMmnHaeT?
daKTUYECKN AaHHbIM aTTPAKUMOH NpeacTaBaseT coboit pasHOBUAHOCTb 6eCnpoUrpbILHON «PYNETKU», @ 3HAYUT ae-
daKTo nogpasymeBaeT noseaeHuWe asapta. OAHAKO B OTIMYMKM OT peasibHOro KasvHO B AAHHOW pyneTKe Mpu3om
ABNAETCA BHYTPMUIPOBOM OOBEKT, @ He AEeHbIN.

1. ObbAcHMTE pebeHKy YTO TaKoe asapTHble Urpbl. PacCKarKMTe TaKiKe, YTO KasMHO BCErga HaxoamTca B
BbIUIPbILLE, MOCKOJIbKY BEPOATHOCTb BbIMIPbILLIA COCTABNAET AECATbIE A0/IN NPOLEHTA M Ha TbICAYY YE/IOBEK MOXKET ObITb
BCEr0 HECKOJ/IbKO CYACT/IMBYMKOB;

2. Pacckaxkute TaK:Ke, YTO BCE 3TO MOXKET ObiTb MPOCTbiIM ObmaHOM. MexaHusm onpegeneHus
nobegurens Hen3BeCcTeH HUKOMY Kpome co3gaTenelt cepsuca. bosee Toro, camoro »*KesiaHHOro «40pororo» npegmeTa
MOXeT BOObLLEe He CyLL,ecTBOBaTb;

3. Moiante pebeHKy Ha ycTynKu. MonpobyinTe BMecTe C HUM «CbIrpaTb» Ha HEOONbLLIYIO CYMMY Ha TaKoM
cepsuce. C BbICOKOI f0/1ei BEPOATHOCTU K KOHLLY MTPOBOW ceccnm Ball geHeKHbI cCHET 6y AeT OnyCTOLWEH, a KOIeKLMSA
WrPOBbIX NPEAMETOB NOMOJHUTCA HE CAMbIMU LLEHHbIMM 3K3eMMNIAPaMM (CUNbHO AELIEBAE CYMMbl UTOrOBOW CTaBKM).

He MHe paccy*KaaTb Ha TEMY TOrO, HACKOJ/IbKO MOAE3HbI MW BPeaHbl ANA AeTel U NOAPOCTKOB KOMMbIOTEPHbIE
urpbl. CKaxKy AWlb, YTO COFNAacHO MeXAYHapoAHOMY WM OTeYEeCTBEHHOMY 3aKOHOAATeNbCTBY N060W LMppPoBOW
KOHTEHT, B TOM YNC/IE U UTPbI UMEIOT ONPeseNieMbl CreunanbHbIMU KOMUCCUAMMU BO3PACTHbIE PEATUHTU.

JenaeTtcAa 3TO NOTOMY, YTO HEKOTOpPblE UIPbl MOTYT COAEpP!KaTb KOHTEHT ANA B3POC/bIX:

) CLLEHbI GU3NYECKOro HAaCUAUA, KPOBABbIE CLIEHbI, CLLEHbI CEKCYaNbHOMO XapaKTepa 1 T.4,
® HeKkoTopble W3 OHAAWH-Urp GecnnatHbl AN  3arpysky, HeKoTopble Heobxogumo
1. Steam npuobpeTatb. [puobpeTatoTca 3TU Urpbl, Kak MNPaBMAO C MOMOLLbIO CEPBMCOB LUPPOBOM
AUCTpUBbLIOLNK.
: _ Camble nonynspHble M3 3TuUX cepsBucoB: Steam (1) u Origin (2). MNMpu noKynke c
4 MCNONb30BAHWEM 3TUX CEPBUCOB MOJIb30BaTe/lb, KaK NMPaBWIO, NpeaynpexaaeTca O BO3PacTHOM

2 O;igin PenTMHre NPMOBPETAEMOro KOHTEHTA.

Lna Toro yTObbI KOHTPO/IMPOBATb, KaK M BO YTO UrpatoT Bawwm ageTu:

1. Cospaiite ana pebeHKa Ha YCTPOMCTBE OTAE/bHYIO YYETHYIO 3aMMCb B OMNEPaLMOHHON cucTeme C
OrpaHNYeHHbIMU NpaBamu. Tak Bbl byaeTe NONHOCTbIO KOHTPOMPOBATL KaKMe NPorpaMmbl yCTaHaBANBAET PebEHOK.



2. Ecnmn pebeHoK npocuT npnobpectn Urpy ¢ NOMOLLbIO cepBuca LMdpoBOn AUCTPUOYLUM, TO CO34aNTE
YUYETHYI0 3anucb ans ceba n npnobpeTtante Urpy MMeHHO Ha Hee. Mpun 3Tom pebeHOoK A0/IXKEH CO34aTb UM YXKE UMETb
CBOK Yy4yeTHyt 3anucb. COrfacHO npaBwWiamM CEPBUCOB Bbl camm cmOKeTe HacTpamBaTb (YHKLUM CEMEMHOrO
NPOCMOTPA — OFPaHMYMBATL AOCTYN K ONpeAefeHHbIM WUrpam, B TOM 4YWUCAE MO PACNUCAHUIO MAU MO BPEMEHMU
MCMo/ib30BaHMA. HCTPYKUUM MO HACTPOMKe CEMEMHbIX OFPaHNUYEHNI MOXKHO HAaMTU Ha calTax 3TUX CEePBUCOB U Ha
NonNynspPHbIX BUAEOXOCTUHIAX.

Kpome Toro, B yKazaHHbIX cepBucax oTobpaskaeTca obliee Bpems, NpoBegeHHOe B Urpe 1 AaTa npuobpeTteHus. MNytem
HEC/NIOXHbIX apUPMETUYECKUX BbIYUCNEHUI MOXKHO BbIACHUTb CKO/JIbKO BPEMEHU e)eJHEeBHO B WUrpe MpoBOAUT
pebeHok. N caenatb BbIBOADI.

B HacToAWMIN MOMEHT HEKOTOPOM MOMYNAPHOCTHIO MO/Ib3YOTCA TaKKe 06/1a4Hble UrpoBble cepBuchl. CyTb UX
paboTbl 3aK/loYaeTcA B C/eAylolleM: ToJb30BaTeNlb MPUOOpPeTaeT BO3MOXHOCTb MrpaTb Ha 060pyaoBaHuUM,
YCTQHOB/IEHHOM Yy NpoBakAepa MNOCPeACTBOM YyAaneHHoro focrtyna. Onsata ycayrM OCYLLEeCTBAAETCA COrMacHO
YCTaHOB/IEHHOMY TapudHOMY MiaHy — B BUAE aBOHEHTCKOro MmaaTexa WA no NOMUHYTHOW TapudbuKauuun. B sTom
cnyyae Ha KomnbtoTepe pebeHKa Bbl HE YBUAUTE HU MKOHOK MOMYAAPHbIX UFP, HU YCTAHOB/IEHHbIX MPUIOMXKEHUN
CepBMCcoB LMPpPoBOM ANCTPMOYL MM,

BONbLIMHCTBO TaKMX CEPBMCOB HAa OCHOBAHMM MyBANYHbBIX MPABWUA UCMOb30BaHMA CEPBMCA HE HECYT HUKaKoW
OTBETCTBEHHOCTW 33 HapyLeHMe YCTaHOBAEHHbIX BO3PACTHbIX OrpaHUYEHMIA M NepeKknaabiBaloT eé Ha No/sib3oBaTens
WAN ero 3aKOHHbIX NpeacTaBuTeneit (poamTenen AN oneKyHos).

7. KAK MOHATb, YTO KOMNbIOTEP UTN TENE®OH UCNO/1b3YIOTCA HE TOJ/IbKO ANA YYEBbI?

1. Hannune nporpamm gns o6xona 610KMPOBOK M A0CTYNA K TEHEBLIM M 3a6/10KMPOBAHHbBIM PECypcam:

BO3MOXKHO, YTO YKa3aHHble NMPorpammbl UCMOb3YIOTCA PebeHKOM A/1A AOCTYNa K HEeJMLEH3MOHHOMY KOHTEHTY
(3a610KMpOBaHHBIM Ha TeppuTopUK Poccuitckolri Peaepaumm TOPPEHT-TPEKEPAM, CalTam Aaa NPocmMoTpa GUAbLMOB U
Ccepuanos, Nporpammam u urpam). Ho TOYHO TaK¥Ke BO3MOMKHO, YTO 3TV NPOrpPammbl UCMOJb3YHOTCA A8 AO0CTyNa K
TEHEBbIM (CKPbITbIM) YaCTAM MHTEPHETAa: MHTEPHET-NNOoWaAKam No NPOAaXKe 3anpeLleHHbIX B rpaxgaHckom obopote

npeaMeToB U BELLECTB, 3anpeLeHHbIM popymam, rpynnam U CETEBbIM Pecypcam.

K Takum nporpammam OTHOCATCA:

TOR-Browser.

3710 6pay3ep, NpesHa3HaYeHHbIW ANA aHOHMMHOrO noceleHus MHTepHeT-cTpaHuy, OH He
r HY)XJAeTcs B YCTaHOBKE, a €ro MCMo/b3oBaHME MaJio YeM OT/AMYaeTcs OT 06blYHOro

6paysepa.

Boobuwe obpalwaite BHMMaHWe Ha Aobble Nporpammbl, MMEOWME B CBOEN MKOHKe

NIYKOBULY — KaK MPaBWAO 3TM MPOrpaMMbl TaK WM MHaye npegHasHadyeHbl ans obxopa
6710KMPOBOK M/MN NOCELLEHNA PECYPCOB B TEHEBOM YacTh MHTEpHETAa.

OpenVPN

[JaHHaa nporpamma npegHasHayeHa, NOMMMO OCHOBHOro cBoero ¢yHKUMOHana, And
COKPbITUA peanbHOro MECTOMONOXKEHUA MNOoJ/b30BaTeNA. ITa MNporpamMmma He ABAAETCA
€4MHCTBEHHOM, NO3TOMY CTOMT 0OpaLLaTb BHUMAHME Ha /Itobble NPUNOKEHUS, CoaeprKaLLme
B Ha3BaHWK cnoBo «VPN».

Kak npaBuio, 3TM nporpamMmbl 3anyCKatoTCA BMECTE C 3anyCKOM KOMMbIOTEPA U UMEIOT
NoNb30BaTENbCKUI MHTEpPdENC.




2. Hanuuue HecTaHAAPTHbIX UHTEPHET-MmecceHaxKepoB: PSI+, Miranda n nm nogo6HbIX.

MpeacraBieHHble HUXe nporpammbl (PSI+, PIDGIN IM, GAJIM) — npeactaBUTENM MHOMKECTBA MECCEHAXKepos,
pabortatoLmx no npotokony XMPP (Jabber). B Hapoae 60nee U3BeCTHbI Kak «»Kaba».

MuK nonynapHocTtu Jabber y:ke gaBHo no3aau. OAHAKO CNMUCbIBaTb 3T MECCEHAXKepPbl CO cYeTOB paHo. bharoaapa
CBOEW CNoCObHOCTM paboTaTb Ha MHOMKECTBE Pa3/IMUHbIX MN1AaTPOPM, @ TAKKE COBMECTMMOCTbIO C OTPOMHbIM KOJIMYECTBOM
APYTUX NPUIONKEHUIA OHU A0 CUX MOP MOJIb3YHOTCA NOMNYAAPHOCTbIO B Y3KUX Kpyrax. K Tomy »Ke Ha cerogHsaWwWHNn aeHb
AOCTYMHO A0CTaTOYHO 60/IbLLOEe KOIMYECTBO MOJIHOCTbIO aHOHMMHbIX CEPBEPOB.

O4HUM U3 AOMOJIHEHUI K «Kabe» ABASEeTCA BO3MOXKHOCTb BHeAPeHUA WKdPoBaHUSA COOOLEHM, HAaNPUMEP, C
ncnonb3osaHmem nporpammbl GPG4AWIN. 3Tvm, B Kyne C y4eTHbIMM 3aNUCAMMU HA aHOHMMHbIX CepBepax, akKTUBHO
NOJIb3YOTCA 3/I0YMbILIEHHUKKN, MOCKOJIbKY KAtoYeBad MHPOPMALLMA XPAHUTCS TOIbKO Ha KOHEYHbIX YCTPOMCTBAX.

N
W 2

eidgin

PSI + PIDGIN IM GPG4WIN

Mbl, ONATb e He NMpu3biBaeM HBUTb TPEBOry TO/IbKO MO GaKTy Hanuuusa 3tux nporpamm. Camu no cebe atu
nporpaMmmbl He NpegHasHa4YeHbl HanNpAMYHO gaa noceweHusa UHTepHeT-cTpaHuL, GopyMoB U ApYrMxX CETeBbIX PECYPCOB,
CBA3aHHbIX C HE3AKOHHOWN AEATE/IbHOCTbIO UM COAEpPMKALLMX MOTeHUMabHO BpeaHyto ans pebeHka nHoopmaumio. Ho
No3BO/AIOT 3TO AenaTb.

3. NoasneHune BTOpOl‘/‘I OﬂepaLl,VIOHHOﬁ CUCTEMDbI Ha KOMNbHOTEPE

Mo aHanormum ¢ npegbiaywmm nyHKTOM 3TO HE ABNAETCA NPAMbIM CBUAETENNbCTBOM — 3TO MOXKET I'IpOM30l\/1TM NnpocTo
N3 TEXHNYECKOIro nHTepeca pe6eHKa.

B KauecTBe npumepa npusBedy BeCbma MOMyAAPHYIO onepaunoHHyto cuctemy «Kali linux». 3Ta onepaunoHHas
cucTeMa npegHasHaveHa 419 UCCNefoBaHUA COCTOAHMA 6e30NacHOCTU KOMMbIOTEPHbIX CUCTEM U LLMPOKO UCMO/b3yeTcA
npoduAbHBIMK cneunanncTamm. [laHHan onepauMoHHas cuctema 6ecniaTHa 415 3arpy3KuM U UCNOJIb30BAHMA.

Ho oHa moxeT 6biTb WMCNOMb30BaHa WM B KayecTse cpeancrea coBepleHUA aTak. HeKOHTpOﬂMPVEMoe
MCNoNb30BaHUE Nporpamm, BXodAWUX B €€ COCTaB MOXKET NpuUBOAUTb K TOMY, YTO NOAPOCTOK U3 UHTEpeCa MOXKET
ﬂpOﬁOBaTb dTaKOBATb pPa3/iInyHblE pecypcCbl, B TOM YUC/1€ HECTU BO3Me3ane CBOMM MHTepHeT-O6M,£IHMKaM. otn ,D,EVICTBVIFI
MOTyT B CBOKO o4epenb NpnBoAUTb K O4EHDb CEPbE3HbLIM MNMPABOBbIM NOCNEACTBUAM KaK ONA pe6eHKa, TaK 1 ana Bac, Kak
€ro 3aKOHHbIX ﬂpe,D,CTaBVITeﬂeﬁ.

OpaHaKko, mbl ewe pa3 CKaXem O TOMm, 4YTO eC/in DEGEHOK npoABaAET UHTepPEeC K TOMY KaK YyCTpOEeHa TeEXHUKaA —
c03,u,a171Te BO3MOXHOCTb ONA 6e3sonacHoro YO0BNETBOPEHMA ero nHTepeca. BnosiHe BO3MOXKHO, YTO 3TW HAaBbIKN CUAbHO
npuroaAaTca emy B nocneayrowem Uan Cbirpatot BaXXHYH POJib B €ro ﬂpOd)ECCMOHaHbHOﬁ OPUEHTaUUMN.

8. W ELLE PA3 O KOMMNbIOTEPHbIX UTPAX

Mbl — MPOTUB TOTAJZIbHOIO KOHTPOJ1A. Mbl 3A COBMECTHOE U3YYEHUE WHTEPHET-NMPOCTPAHCTBA
BMECTE C AETbMMW.

3afsaya N0b6Oro poauTens — BAOKUTb B PYKU pebeHKa CcOoBpeMeHHble WHCTPYMEHTbl, Mo3BoAstoLMe
pa3smBaThCca U AobuBaTbcA ycnexa. CTaHYT AWM OH KaTann3aTOPOM UAU UHTMOBUTOPOM pPasBUTUS 3aBUCUT B HBonbluel
cteneHun ot Bac.




HayunTb 06paLLaTbca C MHCTPYMEHTOM MOXKET INLLb TOT, KTO CaM 3HAET, KaK C HUM 0bpalLatbca. He ctecHAlTeCh
obpalaTbca K NMOMCKOBLIM cMCTEMaM W pa3bupaTbCA B YEM-TO HOBOM, MOKa3biBaiiTe pebeHKy Ha CBOEM JIMYHOM
npumepe, Kak NpaBuIbHO MCMO/Ib30BaTb TEXHUKY U MIHTEpHET.

MOMHWTE, YTO HECMOTPA Ha npeanpUHUMaeMble FOCYyAAPCTBOM aKTMBHbIE AENCTBUA MO BbIABAEHUIO U
HenTpanusaunmn nHGopmauum, HeraTMBHO BAMAIOLWLEN Ha AeTel, MHOOPMaLMOHHOE Noae BOKpyr Bawero pebeHka — B
nepsyto oyepeap Bawa nepcoHasibHasa OTBETCTBEHHOCTb.

TEXHUYECKUE MEPbI NO OFPAHUYEHUIO JOCTYNA K UHOOPMALIUU

BOT Mbl MnaBHO 1 noAaoWwAn K nepevyHo TeXHU4eCKNX mep, KoTopble MOryT CHU3UTb U1K NOJTHOCTbIO OFPaHUYnUTb
noTeHuUunaabHO HeratTuBHoe BanAHME U3 BHeLWHeMn cpeabl.

Huxke npuBeseHbl OCHOBHble Mepbl ans obecnevyeHUa OGYHKUMIA POAUTENBCKOTNO KOHTPOAS Ha LO0MALUHMX
YCTpOICTBax. Bce oHW No cBOel cyTW ABAAIOTCA CXOXMMW. UMHCTPYKLMA MO HACTPOMKE KaxK4oro M3 CpencTB CU/IbHO
Pa3HUTCS OT MAPKU U MOAENN YCTPOICTBA, BEPCUM ONepaLMOHHON cucteMbl U 060pyaoBaHus. MHCTpyKLMIo ana Bawero
YCTPOICTBA Bbl MOXKeTe HaNTK:

— B TEXHWUYECKOMN LOKYMEHTaLMK K Bawemy ycTpoicTay;

— B 3/IEKTPOHHOM BUAE Ha caiiTe NPOM3BOAUTENA YCTPOWCTBA;
— B MHCTPYKLMAX OT SHTY3MACTOB Ha GOpPyMax U PYrux canTax;
— B MOLLAroBbIX MHCTPYKLUMAX Ha YouTube.

BHe,u,peHme noboro cpeacrtea poanTeNbCKOro KOHTPOIA BCErAa NPOXo4AuT B ABa 3Tana:

1. Hacrpoiika orpaHu4eHui.
2. 3awuTa HaCTPOEHHbIX OrPaHNYEHUI OT U3MEHEHUA 1 06X04a C MOMOLLBIO NapPoIS.

OTO 3HAYMT, YTO Bam npnaeTca 3anoOMHUTDb elle HECKOJIbKO naponeﬁ. Kak nx He 3abbITb 1 He noTeEPATb CMOTPUTE B NMYHKTE
NpPoO napo/sibHbleE MeHeAXepPbl.

MpeaocraBnsemblie nposangepom (onepatopom) GyHKLMIE poaUTENbCKOTO KOHTPOASA.

MpegocTaBneHMe YCAyrn poANTENLCKOrO KOHTPOA 3aK/0YaeTcA B OMPaHUYeHMM A0CTyNa K CETEBbIM pecypcam
Ha CTOpOHe npoBaiaepa. ITO 3HAYWT, YTO 3aJaHHble pecypcbl ByayT HEAOCTYMHbI C N06Oro YCTPOWUCTBA, NOAK/IOYEHHOTO
K HTepHeTYy ¢ MCNonb30BaHWEM AaHHOIO KaHana cBA3u. HeKoTopble NpoBaiiaepbl NpeAnaraloT He NPsSMoe orpaHuYeHue
AOCTyNa K pecypcam, a NOAMMUCKY C eXeMeCAYHOW ONaTol Ha aHTUMBMPYC C GYHKUMAMM POAUTENBCKOrO KOHTPOAA.
YTOUYHWUTb O HaIMYMM 3TOM ONUUKN MOXKHO B oduce MHTepHET-NpoBaiaepa uam no TenedoHam ropadyein AMHUK.

OnepaTtopbl COTOBOW CBA3M ropasgo Yalle MMEIOT OTAENbHYI0 TapUOHYIO OMLMIO K POAUTENLCKMI KOHTPO/bY U
Nno3BoAAT 3a6/10KMPOBaTb AOCTYN K CaliTam C HeXKenaTebHOW MHPOopMaumeit Ha ypoBHe NpoBangepa. ITO 3HAYUT, 4YTo
npoBaigep He 6yaeT MOKasbiBaTb MHPOpPMaLMIO, He NpedHasHayYeHHylo AnA aeTei. bonee Toro, y 60MbLIMHCTBA
onepaTopoB COTOBOW CBA3M MPU OKA3aHUW YCAYTM POOMUTENIbCKOTO KOHTPOAA MMEETCA BO3MOMHOCTb OnpeaenaTb
mMmecTononoxeHune pebeHka B toboe Bpemsa. MoAKNOUNUTE TAPUOHYIO ONLUIO K POAUTENBCKUI KOHTPO/IbY» MOMKHO Yepes
MO6MNbHOE NPUAOKEHME Balero onepaTopa (4epes KOTopoe, K CI0BY, O4eHb YA06HO KOHTPOIMPOBATb PACcX0Abl Ballero
pebeHKa Ha cBA3b U MHTepHEeT), B opuce nan no tenedpoHy ropadeit TMHUK.

BcTpoeHHble PYHKLUUN POAUTENBCKOTO KOHTPONA.

BcTpoeHHble (I)yHKLI,MM poANUTENBCKOIO KOHTPO/A Ha CeFOAHﬂLLIHMI‘;I AEeHb MMEIOTCA NPAKTUYECKN BO BCEX yCTpOﬁCTBaX,
KOTOPbIMM MNOTEHLUWANIbHO MOTYT M0/b30BaTbCA AeTU. MNcnonb3oBaHMe BCTPOEHHbIX CpeacTs (an nx HaﬂM‘-IMVI)
NPaKTU4YeCKN NOZTHOCTbIO peLlaeT npo6nemy orpaHn4yeHunAa Aoctyna K HexenaTenbHOM VIHd)OpMaLl,VIM.

YyeTHasA 3anNUCb ceTeBbIX PecypcoB C HACTPOEHHbIMU OrpaHUYEHUAMM MO BO3PACTY.

MoA y4yeTHOWM 3anMucbio C OFPaHUYEHMAMM NO BO3PACTy Mbl MoApasymeBaem BKAOUYeHME YHKUMI pPOAMTENbCKOro
KOHTPOAA Ha MCMonb3yembix MHTepHeT-cepBmucax. ITa OYHKLUMA TaKKe MOMKeT HasbiBaTbcA «PyHKuUmMAa 6esonacHoro



npocmoTpa», «PuUnbTpaumns HexkenaTeNbHOro KOHTEeHTa», « COKpbITME HeXenaTeNbHbIX MaTepuanosB». TN GYHKUUU
uenecoobpasHoO BKAKOYATL HA CIeAYOLWNX pecypcax:

— OHnaliH BUAEOXOCTUHIUN U CTPUMUHTIOBble cepauckl (YouTube, RuTube, Vimeo, Twitch)

— CoumanbHble ceTn (BKoHTakTe, OgHOKNaccHMKM, Facebook, Instagram)

— OHNalH-KMHOTEaTPbl U PUNBMOTEKM

— MWrposble cepsuchkl (Steam, Origin, PlayStation Network, Xbox Live, o6nauHble Urposble cepBuchl).

OrpaHuyeHHan yyeTHas 3anucb B ONepaLnoHHON cucteme.

Moa orpaHWYEHHOM YYEeTHOW 3anMucbio Mbl MOAPa3syMeBaemM YYeTHYIO 3anucb, AULLEHHYIO MpPaB agMUHUCTPATOPa.
MpaKkTnyecku B 11060 onepauyoHHOM CUCTEME YYETHAs 3anncb 6e3 NpaB aAMUHUCTPATOPA 03HAYaeT, YTO NPUCYTCTBYIOT
orpaHunyeHunA:

— Ha YCTaHOBKY MPOrpPamMm 1 NPUIOKEHWI;

— Ha M3MeHEeHMe CUCTEMHbIX HaCTPOEK: MOAK/YEHUA K HeCnpoBOAHbIM CETAM, CO34aHMM APYrMX NONb30BaTeNeN
C aAMUHUCTPATMBHbIMM NPaBamm

— Ha M3MeHeHMe NapamMeTPOB POAMUTENbCKOTO KOHTPO/A: U3MEHEHMS PacrnuCcaHWA WCNOAb30BaHMA YCTPOMCTB,
OTK/IIOYEHWA CPEACTB aHTUBMPYCHOW U CETEBOM 3aLLUTHI.

— Ha npuobpeTeHne ¢ UCMOb30BAHMEM MPUBA3AHHbLIX K YCTPOWCTBY MAaTexHbIx cuctem (GooglePay, ApplePay,
Qiwi v ap.) nporpamm, A0NOJHUTEIBHOTO KOHTEHTA UM NAATHbLIX NOAMWCOK.

HaliTy MHCTPYKLMIO O TOM, KaK cAenaTb OrpaHMYEHHYIO YY4ETHYIO 3anuch B 110601 onepaLMOHHOM CUCTEME He cocTaBaseT
TPyAa C NOMOLLbIO BaLLel NtobUMOI MOMCKOBOM CUCTEMBI.

CpeAcTBa aHTUBUPYCHOM 3aWmTbl ¢ PYHKLUAMM CETEBOrO aHaU3a.

Kak yKe paHee 6bln10 OTMeuYeHO, B 6O/bLUMHCTBE COBPEMEHHbIX AaHTUBMPYCOB CYLLECTBYHOT BCTPOEHHble GYHKLMM
POAUTENBCKOrO KOHTPOAA. Kak NpaBuao, 3TOT MYHKT HAaCTPOEK MMEET MMEHHO TaKoe Ha3BaHue.

AHTVIBVIpyc ocywecrBnAaeTr aHanums I'IOCELI.I,HEMOI\;i CTpaHuUubl W, ecaun 06Hapy>+<V|Bar0Tcs| NPU3HAKKU 3anpeu.|,eHH017|
VIH(I)OpMaLI,VIVI, TO NMPOCTO BbIJAET B 6pay3epe COO6LLI,EHM€ O TOM, 4YTO noceweHune ,ﬂ,aHHOﬁ CTPpaHWUUbI 3anpeweHo
cpeacreamm poanTeNbCKOro KOHTPOAA. Mo»KHOo 3aNpeTnUTb NoceleHne cneayrowmx KaTeI'OpMﬁ MHTEPHET-PEeCypcCoB:

— MWrpoBble cepBUCbI U CAlTbl UTPOBOW TEMATUKM

— BuAaeocepBUCHI U BULEOXOCTUHIM

— CaliTbl, cogeprrawme MHPOPMaLMIO 3POTUYECKOTO U NOPHOrPadrUYEcKoro coaepKaHus.

— CaliTbl M Beb-CTpaHMLbI, COAEpKaLLMe HeLLeH3YPHYI0 6paHb U OCKOPBUTENbHbIE BbICKA3biBaHUA.
— CaiTbl 1 Be6-CTpaHULbI, CogepiKalLme MHPOPMALMIO IKCTPEMMUCTCKOTO XapaKTepa.

AononHuTenbHoe nporpammHoe obecneuyeHue AnAa obecneueHusn (')YHKLI,Mﬁ POAUTENIbCKOIoO KOHTPONA

K Takomy nporpamMmHomy obecneyeHuto OTHOCATCA KaK OO0MNOAHUTE/IbHbIE NPOrpammbl, YCTaHaBAMBaeMble Ha
ncnosnb3yemble pebeHKoM YCTPOMCTBA, Tak M HACTPOMKM QYHKLMIA POAMTENbCKOTO KOHTPOSA B OTAE/bHbIX NPUNOKEHUAX.
Hanpumep, Takne GpyHKUMM NpUCYTCTBYIOT B 6paysepax (a1a MK 1 mobunbHbIx).

CDYHI-(LI,VIOHa!'I TaKUX Nporpamm ABnAaeTca JoCTtaTto4yHO pa3HOO6p33HbIM M no3BonAeT BeCTU MOHUTOPUHT B nobom
pexnmme — 0T, 4YTO Ha3biBaeTCA, «NapaHOUAaNbHOIo» MNPU KOTOPOM d)MKCMpYI'OTCFI abconoTHO BCe Ael‘;iCTBMFl
NOoNb30BaTENA, A0 «N1ETKOro» pexXXnma, Nnpm KOTOPOM chKcmpyeTcn O6LI.I,aFI CTaTUCTUKaA UCNONb30BaHUA yCTpOVICTBa 6es
AEeTaNbHOIo aHan3a VIHd)OpMaLJ,VIM.

Kak npaBunio, TakMe nNporpammbl COCTOAT M3 ABYX YacTei. OAHa YyacTb CTaBUTCA Ha MepPCOHaNbHOE YCTPOMCTBO
pebeHKa (TenedoH, NAaHWET UAM KOMMbIOTEP), @ BTOpaA Ha NepcoHabHOe YCTPOMCTBO poauTens. YacTb nporpammei,
KOTOpasn CTaBMTCA Ha YCTPOMCTBO pebeHKa ocyLWwecTBAseT 610KMPOBKY CETEBbIX COeAMHEHUIA, UCNO/Ib30BaHMA NPOrpamm
N HEKOTOPbIX KOMMNOHEHTOB ONepPaLMOHHON CUCTEMbI (Hanpumep, NPUNOXKEHMI AN OCYLLECTBEHNA HACTPOEK), a ApYyran
YyacTb NpeaoCcTaBAAET AOCTYN K CTaTUCTUKE UCNO/b30BaHMA YCTpoicTBa. Kak NpaBMo, TakMe NPorpammbl NO3BOAIOT:



— [Mony4yaTb CHUMKM 3KpPaHa B MOMEHT MCNONb30BaHMA YCTPOIACTBA

— KOHTpO/b 32 BpEMEHEM UCMO/Ib30BAHWA OTAENbHbIX MPUNOKEHUIN U YCTPOMCTBA B LLEIOM

— [epeyeHb NoceLeHHbIX MHTEPHET-CTPAHUL, C YKa3aHUeM KaTeropum

— [1oCTyn K INYHBbIM COOBLLEHNAM B MEeCCEeHAXKEepPaxX U colmanbHbIX ceTax

lpeumywiecmea Hedocmamku
) BosmoxHocmb demanbHol HACMPOUKU nepevyHs e bonbWUHCMBO MaAkxux rnpoespamm pabomaem o
KOHmMposupyemeoix cobbimudi. noonuckKe (c excemecaYHbIMU NAamMexamu);
. Huskaa eepoamHocmb 06x00a pebeHKom rpu e bonbwolii 0bvem cobupaembix OGHHLIX MOMEM
HAAUYUU MEeXHUYEeCKUX HABbIKO8 HA YPOBHE «8blule Mpusodums K HEBO3MOMCHOCMU UX AHAU3A;
cpedHez0» o YmepAa napoas OAocmyna K cepsucy Moxem
. Bo3moxutHocme  H@2AA0HO 8udemb  UCMOpUKD  npusecmu K He8o3MOoXHocmu daneHeliwezo
ucnone3o8aHusa ycmpolicmea (HG 4YMO KOHKPemHO  UCMO0/b308AHUSA ycmpolicmea
mpamumcs 8pems 3a KOMNblomepom) . CrnoxHOCMb  NMep8oHA4anbHOU YyCMAHOBKU U
. AsmomamuyecKkoe o06HoeneHue cpedcms  Hacmpolku
KOHMpoaa ecned 30 06HossaeHUeM onepayuoHHol

cucmemeol, npocpamMmm U cemesbix cepeucoes.

1. Wi-Fi poyrep.

Ob6s3aTenbHbili aTPUBYT COBPEMEHHOTOo KuUauLLa. YCTPOMCTBO, HaxoasAlweeca Ha pybexe Bawero goma n MHTepHeTa.
PoAMTENbCKUIA KOHTPOJIb Ha COBPEMEHHbIX MapLIpyTM3aTOpPax MO3BOJIAET AOCTAaTOMHO TMOKO HacTpauBaTb Mpasua
[0CTyna onpeaeneHHbIX YCTPOWCTB K ceTn. Hanpumep:

— MOXXHO NO/IHOCTbIO BbIKAOUYUTL IHTEPHET 18 onpeaesieHHOro KOMMboTepa UM YCTPOMCTBA: KaK HAa MOCTOAHHOM
OCHOBE, TaK M MO PacnucaHuio.

— MOXXHO 3a6/10KMPOBATL OTAE/IbHbIM CETEBOW PECYPC: CAWT, CEPBUC AU CTPAHUYKY.

— MOKHO paspeLlmnTb NoceLeHMe CalToB U3 TOJIbKO Pa3peLleHHOro CrmncKa

Echv Ha Bawem maplipyTusaTope AaHHas ¢yHKUMA OTCyTCTBYeT, nonpobyiiTe OB6HOBMTb MPOLIMBKY YCTPOWCTBA.
MHCTPYKUMM 1 aKTyasibHble Gpaliibl MPOLIMBKM HAaX04ATCA Ha caliTe MPOU3BOANTENS YCTPOMICTBA.

2. Smart-TV unm obblyHbIii Tenesunsop + undposan TeNenpucTaBKa
Undposble npuctaBkm 6bIBaOT HECKO/bKUX BUA,OB:

1. lpucmasKku, nocmasnasemble UHMepHem-nposaiidepom 8 pPAMKAX OKA3aHUA ycayau
menesudeHue».

«lugppoeoe

B aTom cnyyae ANA orpaHMYeHMsa 4ocCTyna pebeHKa K NoTeHUMasNbHO HENpUeMNemMoMy BUAEOKOHTEHTY O0CTaTOYHO
YCTaHOBWTb BCTPOEHHbIE HAaCTPOMKN POAUTENLCKOrO KOHTpoAs. Lindposoe TeneBngeHne npu nepegaye BUAEKOHTEHTA
MMEET BCTPOEHHYIO LMGPOBYHO MapKMPOBKY. ITO 3HAUYMT, YTO €CAN OTFPAHUYEHMA YCTAHOB/EHbI Ha PeNTUHIe «16+», TO
NpUCTaBKa aBTOMAaTMYECKU CKPOeT M306parkeHWe M NOoMPOCUT Naposb, €CAW B TPAHCAAUMW MOABUTCA Nepegava,
NomMeyeHHas PENTUHTOM Bbllle YCTaHOBAEHHOTO.

2. [lpucmasKu, pacwupaAtoujue hyHKYUOHAN 06bIYHO20 menesu3opd 00 «YMHO20.

C 3TMMM YyCTPOMCTBAMM BCE HECKO/bKO CAOXHee. Mo cBoel CyTU AaHHbIe YCTPOMCTBA HUUYEM HE OTIMYAIOTCA OT 06bIYHbIX
ycTpoicte Ha Android, a 3HauuT, YTo ANA PaboTbl OrpaHUYEHU Ha HMX HeobXo4MMO HacTpauBaTb Bce GYHKUMK
POAUTENbCKOrO KOHTPOAA TOYHO TaK *Ke, KaK 3TO Aenaetca Ha mobuabHom ycTpoiictBe. Kak HacTpouTb ¢yHKUUK
POANTENBCKOrO KOHTPOA Ha TaKMX YCTPOMCTBAX CMOTPUTE noapobHee B NyHKTe «MobuabHbIe YCTPONCTBa».

Tem He meHee npu ucnonb3osaHUn SMART-TV U NpuUCTaBOK, paclumpaowmx GyHKUMOHaAN obblYHOro Tenesmsopa A0
YMHOIO MOXHO BOCNONb30BaATLCA:



1. BcTpoeHHbIMMU GYHKLMAMM POAUTENBCKOFO KOHTPONSA.
2. B pe3ynbTaTe HAaCTPOMKM OFpPaHMYEHNIN HA UCNO/Ib3YEMbIX YY4ETHbIX 3aNMUCAX.

3. MobunbHble ycTpoiicTBa (TenedoHbl, NNaHLWETbl U APyraa HOCUMasA 3NEKTPOHUKA)

Hactpolika ¢yHKUMIN pPOAMUTENbCKOrO KOHTPOAA Ha MOBWAbLHOM YCTPOWCTBE 3aBMCMT OT MapkM M MOAENM Camoro
ycTpoicTea. [aa yCTPOMCTB oA, ynpasieHnem onepaumoHHon cuctembl «Android» xapaktepHo M3obuamne pasanyHbIxX
BEPCUIA, YTO AENAeT 3Ty PEKOMEHAALMIO CTPOr0 UHANBUAYAbHON.

C NOMOLLLbO CPeacTB POAUTENBCKOrO KOHTPOIA Ha MOBUAbHOM YCTPOMNCTBE MOYHO OCYLLLECTBAATD:

— 3anpeT Ha OTKPbITUE APYIUX MPOrpamMm M MNPUIOKEHWN. B aTom cnyyae 6yaeT 3apUKCMPOBAHO TOJbKO TO
NPUIOXKEeHNe, KoTopoe 3aPUKCMPOBAHO POLUTENEM.

— 3anperT Ha NOKYMNKWU U CKaynBaHWUE NPUIOXKEHUIA, NOMEUYEHHbIX BO3PACTHbIMU OrpaHUYEHUAMM.

— OrpaHMYeHne UCNONb30BaHWUSA r0I0COBbIX MOMOLLHUKOB — 3aMnpeT Ha NOMCK MHopMauumn B MHTepHeTe 1 3anpeT
Ha oTobparkeHne HEHOPMATUBHOM NEKCUKM.

— BNOKMPOBKaA HEXeNaTeNbHOro COAEPKMMOro Ha MHTEpPHET-CTpaHMLax.

— OrpaHuyYeHne UCNob30BaHWA YCTPOWCTBA NO BpeMeHU

— 3anpeTt Ha M3MEHeHWe CUCTEMHBIX HAacTpOeK, B TOM YMC/ie U3MEHEHWe Naposieli nosb3osaTesieli MObUAbHOro
yCTpoicTBa

4. Wrposble KoHconu (PlayStation, XBOX, Wii)
M3 Hawwux HabaoaeHWin — camoe «TemHoe» (HeM3BecTHOe) YCTPOMCTBO ANs 60bLINHCTBA poauTenei.

daKkTnyecku, Ha CeI'O,CI,HFILLIHVIﬁ AeHb 6ONbLNHCTBO KOHCONEN npegHasHa4vyeHbl HE TOJIbKO ON1A Urp, HO U ABAAKOTCA
YHUBEPCabHbIMU MyanMMe,ﬂ,MﬁHbIMM UEHTPaMU. C nomouwbto UrpoBbIX KOHCONEN MOXKHO CAywaTtb MY3bIKY,
npocmaTtpuBaTtb d)MﬂbeI, nonb30BaTbCA BUAEOCEPBUCAMU (YouTube, HaanN\ep), MCcnosib3oBaTb CouuasibHble CETU U
MHblE MHTEPHET-PECYpPCbI. |_|03TOMy ana Hanbonee NOAHOroO orpaHun4yeHunA d)yHKLI,VIOHafIa pekomeHayem Ncnosb3oBaTtb HE
TONIbKO BCTPOEHHblEe B WUrpoBble KOHCO/U d)yHKLI,VIVI poaAnUTENBCKOINo0 KOHTPO/A, HO U WUCNONb30BaTb BO3PACTHbIE
OrpaHN4YeHnA B Y4ETHbIX 3aNNCAX CETEBbLIX peCypCoB.

NnOABEAEM HEBOJIbLUME NTOTU:



Oneparop AOMALWHUA ‘
COTOBOW CBA3M WHTepHet-npoBsaiigep
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-
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m BCTPOEHHbIE ®YHKUUK
POAUTENBCKOrO KOHTPONA

Mo6unbHble ycTpoicTea SMART-TV
OrPAHUYEHHAA YHETHARA 3ANUCH BCTPOEHHDBIE ®YHKUUK
B ONEPALIMOHHOMN CUCTEME POAMUTENILCKOrO KOHTPONA

CHACTPOEHHBIMU OFPAHUMEHUAMMU

BCTPOEHHBIE ®YHKLUWH
@ a2
v Mo BO3PACTY

@ YYETHARA 3ANUCb CETEBbIX PECYPCOB
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YYETHAA 3ANUCH CETEBbIX PECYPCOB
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N0 BO3PACTY
Undposan TeneBU3MOHHARA NPUCTaBKa
BCTPOEHHbIE DYHKLMU
POAWTENLCKOTO KOHTPONA
72X CPE[ICTBA AHTUBUPYCHOM 3ALUMTBI o B iicoiii
oyT6yK
C OYHKLMAMM CETEBOTO AHANU3A
e " (AMuHbIF KOMNBIOTEP) (PlayStation, XBox)
OFPAHUYEHHAR YYETHARA 3ANUCH
B ONMEPALIYOHHOMN CUCTEME OFPAHUYEHHAS YYETHASA 3ANUCH
BCTPOEHHBIE SYHKLIMN B ONMEPALMOHHOW CUCTEME
(0 POAMUTENBCKOTO KOHTPONA 0 BCTPOEHHbIE ®YHKLMM
YYETHAR 3ANMUCb CETEBbIX PECYPCOB CraumoHapHbiii POAUTENBCKOTO KOHTPONA
5 CHACTPOEHHBIMU OTPAHUYEHUAMM KomnbioTep

P
v no BO3PACTY C HACTPOEHHbBIMW OrPAHUYEHUAMM

D
v MO BO3PACTY

YYETHASA 3ANUCH CETEBbIX PECYPCOB

A YTO ECNWU?
«fl cAMWIKOoMm cTap AR 3TUX HOBOMOAHDIX LUTYYEK».
Y10 K, Kak bbl 3TO CTpaLLHO He 3By4Yasno, HO B 3TOM C/y4yae MHTepHeT-NpOoCTPaHCTBO BCe caenaeT 3a Bac.

MoMHUTe — pebeHOK, 3TO YNCTbIN NCT Bymaru, YTo Bbl HA HEM HaNULWIKUTe, TO U ByaeT 3adpuKcMpoBaHo. Ho ecnu Bbl
BMULIMTE CILWKOM Masio MHPopMaLMK, TO Tam ee HanuuwyT Apyrue, NoCTOPOHHWUE NI0AN U UCNPaBUTL 3TO ByaeT KpaiHe
CNoXHo!

«fl ymeto nonb3oBaTbCcA TEeXHUKOM Ha YPOBHE No/sib30BaTe/siA, HO HEe CMOry 3TO CaM HACTPOUTb».

Bo-nepsbIx, B MHTepHeTe AO0CTAaTO4YHOE KO/IMYECTBO NOLWaroBbIx cTaTen u CNpaBOYHbIX MaTepPUanos no HaCTPOﬁKe
POANTENBCKOIo KOHTPOANA ANA NobbIX Bepcmﬁ yCTpOﬁCTB, onepaumnoHHbIX CMCtem N CeEpPBUCOB.

Bo-BTOpbIX, Ha CEroAHAWHWA AeHb MMEEeTCA A0CTaTOMHO LWWMPOKUIM BbIBOP CTOPOHHEro NPOrPamMHOro
obecneyeHnn, NO3BONAIOLWETO HACTPOUTL BCE B ABa LWEAYKa MbiwK. Mbl COBETYyeM WMCMNO/Ab30BaTb MPOrpaMmbl OT
npou3BoguTeNei aHTUBUPYCHLIX MNPOAYKTOB, MOCKO/AbKY WMMEHHO 3TW pelleHMa COOTBETCTBYIOT TpeboBaHMAM
3aKkoHogaTtenbcTBa. K Tomy e, NPOn3BOAUTENN aHTMBMPYCOB BCErAa AEPXKaT PYKY Ha NyaAbCe U peryaspHo obHOBAAIOT
6a3bl MOLUEHHWYECKMX M 3anpelleHHblX pecypcoB. B MnpoTMBHOM caydae Bbl moXKeTe HaTO/NKHYTbCA Ha ApYyrux
MOLLIEHHWMKOB, NOAENKN KOTOPbIX HAYEM HE OTINYALOTCA OT OBbIYHbIX TPOAHCKMX NPOrPaMM.

B-TpeTbMx Ha pblHKe NpeaCTaBAeHO MHOXECTBO CePBUCHbIX KOMMaHui, KoTopble nomoryT Bam B aTom aene. Mpun
3TOM, 3TO He CTOMUT cymacwealwmnx geHer. [na Toro, yTObbI C034aTb Pa3yMHbIX NpeaesioB «KNeCoOYHNLUY» He HYXKHO AaXKe
NOKynaTb Kakoe-nnbo nporpammHoe obecneveHue: AOCTAaTOYHO WMCNONb30BaTb BCTPOEHHbIE B YXe wumerouleeca



nporpaMmmHoe obecrnedyeHne mexaHn3msl. [1POCTO NMOCMOTPUTE Ha CMUCOK NoAcTeperatoLmx Bawero pebeHka onacHocTel
W CpaBHMTE ero Co CTOMMOCTbIO MpeanaraembixX yCayr. He Tak ye n 4oporo, npasaa?

«A uyto ecnmn pEGEHOK BOCNPUMET 3TO KaK aKT TOTAa/IbHOro Heaosepua»

Echn He o0b6bACHUTL pebeHKy 4YTo 3To AenaeTca B Lensax ero u Bawen 6esonacHocTn, To 3T0 U byaeT Tak
BOCNPUHATO. byabTe yBepeHsl.

OCHOBHbIM BO3Pa*KEHNEM MOXKET CTaTb TOT GaKT, YTO Y APYrmx geTen nogobHOro poaa orpaHUYEHUs OTCYTCTBYIOT.
PaccKasknTe, YTo 3TO He 3HaYuT, YTo Bbl He goBepsieTe cBoeMy pebeHKy. ANenanpyinTe K TOMy, YTO MPEKPACHO NOHMMAETE,
Kak paboTtaeT MHTepHET U cTapaeTecb obecneunTb ero u Bawy 6e3onacHocTb. Moobelante pebEHKyY, YTO KaK TOJIbKO Bbl
YBUAMUTE, YTO OH rOTOB K BbIXO/Y «B OTKPbITOE NAaBaHMey, Bbl TYT e OTKAIOUNTE BCE CPeCTBa POAUTENLCKOrO KOHTPONS.
MycTb pebeHOoK O0KaXKeT Ae/IOM, YTO Hayuyuacsa UCNoNb3oBaTb MHTEpHeT Ans TBOpYecTBa M yyebbl, a He TONbKO AN
pa3sBieYyeHU.

«Mo»HO nn cneagutb abCoNOTHO 3a BCeM, UTO AenaeT pebeHoK B ceTu?»
MOoKHO, HO...

YMCTO TEXHUYECKM ITO He COCTaB/AET abCo/OTHO HMKAKoro Tpyaa. bonee Toro, Kak 3aKOHHbIV NpeacTaBUTENb
pebeHKa Bbl umeeTe Ha 3To nosHoe npaso. O4HAKOo, KaK Bbl gymaeTe, CMOKeT /i pebeHoK KoMPOPTHO YyBCTBOBATL CEOSA
8 CeTu, ec/iv OH 3HaeT, YTo «60obLION BpaT» CNeguT 3a KaxkAbiM ero genctanem? CornacuTech, YTo HENPUATHO KOTAa KTOo-
TO WAM 4YTO-TO MOCTOSHHO CTOMT Hag aywoi. CKopee BCero B 3TOMy C/ay4ae pebeHOK MpocTo HaWAeT cnocobbl
BOCMO/1b30BATLCA APYrMM YCTPOMCTBOM M APYTMMM YHETHBIMM 3aMUCAMM, O KOTOPbIX Bbl MPOCTO He byaeTe 3HaTh.

«OK. A ecnu ocTaBUTb MeXaHU3Mbl KOHTPONA B TaliHE?»

MoBepbTe HaleMy OMbITy, B TAKMX CUTYaLLMAX BCE TallHOE PaHO WM MNO34HO CTaHOBMTCA ABHbIM. Hanpumep, ecam
pebeHOK A0CTaTOYHO NOLKOBaH TEXHMYECKM UK Bbl nonpobyeTe NpefoTBpaTUTL CUTYaLMIo, O KOTOPOK Kpome pebeHKa
HeMs3BecTHO HMKoMy. WM B 3TOM CUTyauMuM 3TO MOMKET TNPMBECTU K CEepPbe3HOMY KOHOAMKTY, MOCKO/IbKY
«MaTepPUHCKOE/OTLLOBCKOE Cep/LLE BCE YYBCTBYET» - CIMLLKOM CNabblil apryMeHT B TaKOM CUTYaLUN.



